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troduction

Based on the analysis of the tasks solved by modern management systems of high-tech
enterprises, it becomes obvious that an essential feature of promising management systems
of high-tech enterprises is the orientation of these systems for the long term. Determining
the orientation of management systems of high-tech enterprises for the long term and the
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upcoming changes in management, it is important to proceed from the actual trends and
management methods in the field of industrial production in Russia during the formation of
the digital economy.

The achievement of a common understanding and the implementation of such an
approach in the functioning of management systems of high-tech enterprises allow us to
assume that the direction of development of management systems associated with the
ability to predict the indicators and characteristics of an industrial enterprise is one af

the company in the future.
Forecasts are assumptions about what will happen in the future in a ce
on current data, trends, analyses and expert opinion. Forecasts are prob,

execution.
The stability of production and the competitiveness of the ent
foreign markets can be determined by such a parameter as the
the enterprise. Therefore, as a predictable parameter
enterprise, we will consider the stability of its functlonmg.
Increasing the stability of the enterprise can be ac systematic analysis
of special indicators that determine the integrated
When predicting (scientific foresight) the stbility of the functioning of a high-tech
enterprise, it is possible to use various methods.

2 Methods

[1-3]:
- mathematical
patterns;

detailed analysis of the application of the above promising forecasting
s the sustainability of the company's activities in the long term.

tical methods of forecasting. Mathematical methods of forecasting include the
following |2,3]: extrapolation, interpolation and causality.

Extrapolation is a method of determining the quantitative characteristics of unobserved
nomena by transferring to them the results of observations of similar phenomena in the
past to the future. The extrapolation is based on the analysis of historical data for the most
recent period [4-10].

Along with various extrapolation options, the interpolation method is also used in
forecasting. Interpolation is a method of determining unknown intermediate values of a
dynamic series.

A feature of this method is the construction of new function values based on existing
values. It is used when the available data about the function is not continuous. Interpolation
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allows you to calculate the values of a function between existing points or predict the value
of a function outside the available data range. There are several interpolation methods that
depend on the type of function and the features of its change. The most common methods
are linear interpolation, polynomial interpolation, and spline interpolation.

Both the same and different methods can be used for extrapolation and interpolation, but
in any case they are all based on the fact that the identified trend in a given period of time
will persist both outside and inside it.

Causal forecasting methods are based on determining the dependence of one g

the effective attribute Y is determined by the influe
completely, but only partially.
Figure 1 shows an algorithm for predicting the j
enterprise for the j time interval.
The method of predicting quantitative charafferisti i xtrapolation has received
the greatest development.
However, forecasting by indicators jg
of an indicator is a task that requires a
associated with the formation of initial
Forecasting by indicators i

ic approach and a lot of labor
ational actions.

arious indicators and oscillators that
further change. Indicators can be of various
types, such as moving avg h indices, stochastic oscillator.

in the past. Forecasting by indicators is not
herefore, other factors must be taken into account before

a list of private indicators that determine the stability of the
ise (block 1, see Figure 1), and the justification of analytical

Itistep forecasting methods based on artificial neural networks.

-based forecasting uses machine learning methods to predict future
n past data. Neural networks work on the principle of simulating the
f the human brain and allow you to extract complex dependencies from data.
Multistep forecasting based on artificial neural networks, which are part of the software
the company's digital twin (DT), is used to implement the forecast. It is intended to
rmine the patterns of changes in the state of the enterprise in the future on the j time
interval.

Let's say the system has learned to determine the stability of the functioning of the
enterprise in the j time interval. Next, the system predicted the stability of the operation of
the enterprise at the next j+1 time interval, when the last of the images known to it was
submitted to it. After that, the system performs further forecasting and the next received
system image is fed to the input. The last element of this image at a given time interval of
operation (mileage) is the forecast of the system.
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thematical methods that allow you to determine the presence of the stability of
and determine its degree of stability. Bifurcation analysis is also used. This
ethod allows you to determine changes in the stability of the system when the system
ameters change. It can be used to predict possible changes in the stability of the system
and to determine the optimal parameters to achieve the desired level of stability.
Experimental methods for predicting the stability of systems, including strength testing and
long-term testing, are of great importance. These methods allow us to determine the real
sustainability of the enterprise. The choice of the stability prediction method depends on the
specific situation and system requirements. Some methods may be more suitable for certain
types of systems or for certain purposes. However, it is important to use several methods to
achieve the most accurate predictions of the stability of the system.
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Based on the fact that the presence of a data center in an enterprise is one of the main
conditions for forecasting based on artificial neural networks, it is necessary to assess the
role and extent of the spread of data centers in high-tech enterprises. The beginning of the
widespread use of DT in high-tech production dates back to 2015, thanks to the
development of artificial intelligence. DT (one of the main trends in the development of the
4th Industrial Revolution) is a digital "virtual" model of an enterprise, from obtaining raw
materials and delivering products to the consumer to issuing probabilistic recommendagi
to ensure the sustainability of the enterprise for a given period of time.

It can be argued that DT is now becoming a key instrument of economi

long term at the j time stage.

Figure 2 shows a graphical example of forecasting the
functioning of an enterprise using artificial neural networks

A graphical example of the forecast allows us to dra
of changes in the stability of the functioning of i different stages of
production. This figure also shows an example o i
the enterprise at stage j+2 (see Figure 2, curve W

Sustainability of the functioni

22 - U T R I I
Time
normalized value - Calculated (for a given period)

++v. pegative option

2 - Is an example of a possible graphical assessment of the integral stability of the functioning of
an enterprise using a data center at the j time stage

The algorithm for assessing the stability of the functioning of the enterprise at the j time
stage based on artificial neural networks uses a feedback process to improve forecasts over
time. At the same time, the neural network teaches SVT to process data in the same way as
the human brain. The architecture of neural networks repeats the structure of the human
brain.
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Based on the results of the assessment obtained with the help of artificial neural
networks, the company's management decides to launch a new cycle of the sustainability
management process. The stability of an enterprise is determined on the basis of a
systematic analysis of the entire set of private indicators in conditions that allow objective
observation and measurement. For this purpose, a set of private indicators that determine
the stability of the company is analyzed. An enterprise can be considered sustainable if the
value of the integral indicator of the sustainability assessment corresponds to the reg
value (see Fig. 2).

A number of large domestic companies (Transmashholding, Russian Spag
KAMAZ, etc.) have announced the introduction of an operational

for solving these problems is significant. [1].
Experts predict that by 2026, the market for products such as D

DT for modeling and predicting the behavior of an
digital twin can be used in industry to test the safety
well as in the manufacturing industry to optimize

DT can provide financial benefits by assessi
artificial neural networks for a given period of
the company that functions without human inte
competitiveness of the company in the f;

omplete digital model of
as predicting the level of

rise's functioning on the basis
aterprise's data center software, will

management system.
Expert forecastin
dividual assessment by specialists of the prospects of the
ethods of scientific foresight.
In the co i elopment of technology and information technologies,
i cal forecasting methods is decreasing. Under these
too much on statistical methods. Therefore, the intuition of
cquires a special role in predicting the future. Based on

dicators using their knowledge, experience and expertise in a certain area.
can be used to predict future trends, make decisions in the absence of complete
information, or to assess risks. The criteria on which expert judgments are based may
include qualitative and quantitative parameters, as well as other factors.

There are different methods of examination:

1) individual or group (collective);

2) personal (full-time) or correspondence (by sending questionnaires).

Figure 3 shows a graphic illustration of the essence of the method of expert assessment
of the integral stability of the enterprise in the future at the j time interval. The survey was
attended by 10 experts who assessed the integral sustainability of the enterprise in the
future using a quantitative assessment of judgments. This forecasting method is based on
expert judgments, which reflect the individual assessment by specialists of the prospects of
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the company's condition in the future. Based on intuition, an expert can draw a conclusion
about the company under study. At the same time, when assessing sustainability, it is
necessary to take into account all types of sustainability of the enterprise, such as:

¢ Financial stability: the availability of sufficient financial resources to cover current
and future costs, as well as the ability to effectively use financial resources.

e Technological stability: possession of efficient production technologies, their
continuous improvement, as well as the ability to adapt to changing techno
requirements.

e Managerial sustainability: the availability of qualified and experienced ma
are able to effectively manage the enterprise and make the right decisions i
uncertainty.

o Marketing sustainability: the ability to adapt to changing consu
competitive advantages, retain their customers and attract new ones.

o Legal stability: compliance with legislation and t
legislation in the field of activity of the enterprise.
e Economic sustainability: availability of
management and production systems, as well as hj

The normalized indicator of
the functi f the

alized stability indicator

Driving factors

O - quantitative assessment of the expert

j+1 2= 9 4

Time

Fig. 3 — Graphic illustration of the essence of the method of expert assessment of the integral stability
of the functioning of the enterprise for the j time interval

It should be noted that the integral stability of the functioning of the enterprise is
developed under the influence of a complex of factors of the macro environment and the
internal environment of the enterprise.
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Stability factors (not stability) are the reasons that can cause an increase or decrease in
integral stability (the course of the curve shown in Figure 3). They are grouped depending
on the environment of occurrence, the nature and direction of the impact, the object of the
impact.

The actions of different factors (deterrence factors or driving factors, Figure 3) have
different effects on the sustainability of the enterprise.

The first two of the considered forecasting methods relate to scientific foresight

indicators is carried out, and then the calculation of the integral stability of the e
the j forecasting interval.

The third of the considered forecasting methods relates to foresight
knowledge and expert judgments. In this case, the forecast of prj

assessment of the integral stability of the functioning of the ente

The disadvantage of the expert assessment method is the
and the dependence of the assessment on the availabili
predicted situation. Consequently, these forecastmg
assessments that reflect the private judgments of speciali
state of the enterprise in the future.

Based on intuition, the expert is able to make
the functioning of the enterprise for j time interv.

When makmg a forecast the questlon arises ility and accuracy of the
t using the methods under
he stability of the functioning
of the enterprise and comparison of the orecast with the previously known.

The forecasting method, whic

time interval.
If the results of the

e required ones, then it is necessary to develop
stability in the j time interval.

zation of control of the level of stability of the enterprise;

— implementation of a high-enterprise sustainability management mechanism;

— to provide training for the qualifications of workers, specialists in the field of
ormation technology;

— organization of protection of information circulating in the digital environment of the
enterprise.

The indicated directions of increasing the stability of the functioning of high-tech
enterprises will be able to ensure an increase in the stability of the functioning of the
enterprise in the event of a negative variant of the functioning of the enterprise in the j time
interval in the future.
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5 Conclusion

Thus, the direction of development of management systems of high-tech enterprises,
associated with the ability to predict the indicators and characteristics of the enterprise, is
one of the priorities. Forecasting the integral sustainability of the enterprise is implemented
for the long term in order for the planned indicators to be justified in terms of achieving
goals. Forecasting is probabilistic in nature and therefore contains a set of alternative

of the indicator that have a different probability that they will come true.
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