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Abstract. In the rapidly changing environment
development, digital transformation of industrial e
a necessity and an opportunity. This study delves in
digital transformation, emphasizing the need fi

impact of digitalization on enhancing e
industrial sectors, leveraging advanced t
deﬁning the main barriers and opportu

their digital readiness. The m
including technology readines
skills, and understanding of ct
method on a selectedgs SPkditlizing in manufacturing and selling

esses, and capabilities across all aspects of the organization to
ange how it operates, delivers value to customers, and competes in the

agining business models, processes, and strategies to thrive in an increasingly
igital and interconnected world [6, 20].

One of the key insights gleaned from the academic discourse is the profound impact of
digitalization on enhancing efficiency and productivity within industrial sectors. By
leveraging advanced technologies such as IoT, Al, and data analytics, companies can
optimize processes, streamline operations, and unlock new prospects for growth. Different
studies have underscored the transformative power of digital tools in revolutionizing
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traditional manufacturing practices, driving cost savings, and stimulating innovations [1, 7,
9].

However, alongside the promises of digital transformation comes a host of challenges that
merits thorough examination. The researchers delved into issues such as cybersecurity
threats, data privacy concerns, and workforce reskilling requirements so far. The complexities
of integrating different systems, ensuring interoperability, and managing digital infrastructure
also seem to pose formidable hurdles for industrial firms navigating the digital landg

specific country (in this case, Russia), since understanding the count
enables the development of tailored solutions [12, 20].
The development of tailored tools and frameworks st1mulat1ng

journey. There is the need for further exploration of the op
in the digital transformation of industrial companies i

Hence, the purpose of this study is to define
transformation of Russian industrial enterprises i

academic literature. The application of the provi i esent valuable insights to
guide the 1n1t1at1ves of mdustrlal entesn i difficulties of the digital

The research methodg : se of general scientific methods, including
analysis, generalization, ' g1, classification, etc. Additionally, the digital
readiness assess j 1s developed based on the use of system approach,
mathematical

1nvolves analyzing various dimensions of enterprise operation,
ess, orgamzatlonal culture data capablhtles skills, and

iables to be assessed are selected based on a comprehensive review of academic
iterature and consultation with industry experts. The selected variables are given in Table 1.

Table 1. Dimensions and variables used for the assessment

Dimension Variables
Technology readiness Infrastructure, software systems, connectivity, cybersecurity
Organizational culture Leadership support, innovation culture, change management,
collaboration
Data capabilities Data quality, analytics tools, data governance, integration
capabilities
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Skills Digital skills training, talent acquisition, upskilling programs,
cross-functional collaboration
Understanding Market research, customer feedback mechanisms,
customer needs personalization capabilities, responsiveness

Each variable is carefully chosen to represent key aspects of digital transformation within
industrial enterprises.
Experts participating in the assessment process are chosen based on their exp

ility. The scoring is based
on their subjective judgement and assessment o current state. The scoring

criteria are presented in Table 2.

Score
1 readiness/capability
2 age readiness/capability
3 ge readiness/capability
4 Above average readiness/capability
5 High readiness/capability

iteria were developed for the assessment. The criteria are shown
in Tab echnology readiness and organizational structure dimensions.

s criteria used for the assessment (for technology readiness and organizational culture

dimension)
Variable Score Description
1 Outdated or insufficient infrastructure,
hindering digital operations
2 Basic infrastructure in place but requires
significant upgrades
Infrastructure 3 A.ds?quate infrgstructure supporting basic
Technology digital operations
readiness 4 Advanced infrastructure supporting most
digital initiatives
5 Cutting-edge infrastructure enabling
seamless digital transformation
Software 1 Limited or outdated software systems,
systems hindering efficiency and innovation
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2 Basic software systems in place but lacking
integration and scalability

3 Adequate software systems supporting core
business functions

4 Advanced software systems enabling
automation and optimization

5 Cutting-edge software systems drivi
innovation and competitive advan

1 Poor connectivity, leading to freq

disruptions and downtime
Basic connectivity but pr

Connectivity

measures, vulnerable
attacks

protection and compliance
cybersecurity measures
itigating common risks and threats
obust cybersecurity infrastructure with
roactive monitoring and response
capabilities
5 Advanced cybersecurity practices ensuring
data security and regulatory compliance
1 Lack of leadership support and vision for
digital transformation
2 Limited support from leadership, with
sporadic initiatives and investments
3 Moderate support from leadership, with
clear goals and strategies for digital
transformation
4 Strong support from leadership, actively
championing digital initiatives and
fostering innovation
5 Exceptional support from visionary
leadership, driving a culture of continuous
digital innovation
1 Resistance to change and innovation, with
Innovation a rigid organizational culture

culture 2 Limited innovation culture, with minimal
experimentation and risk-taking

Leadership
support

jonal
culture
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3 Moderate innovation culture, with some
degree of openness to new ideas and
approaches
4 Strong innovation culture, fostering

creativity, collaboration, and
entrepreneurial spirit

5 Pervasive innovation culture, encourag
continuous experimentation and dig
innovation

1 Ineffective change manage
leading to resistance and
initiatives

2 Limited change m
with ad-hoc app
transitions
3 Adequate

Change
management

anagement strategies,
tion-wide acceptance
ital transformation

successful digital transformations
jmal disruptions

iloed organizational structure, hindering
collaboration and knowledge sharing
imited collaboration across departments,
with communication barriers

3 Moderate collaboration, with cross-
functional teams working together on
selected projects

4 Strong collaboration culture, promoting
transparency, teamwork and shared goals
5 Seamless collaboration across the

organization, with integrated processes and
collective ownership of digital initiatives

rovided by each expert for each variable are summed up to obtain a total score
ension. The total score for each dimension is multiplied by its respective weight
or coefficient of significance. The weighted scores for all dimensions are aggregated to
Iculate the integrated index of the company’s digital readiness. The validity of the
ssment method is ensured through a rigorous review process involving internal validation
by industry experts and external validation through comparison with existing digital
readiness frameworks. The value of the index of readiness is interpreted based on the
developed scale criteria given in Table 4.
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Table 4. Scale criteria for the interpretation of index of digital readiness derived from the calculations

Index score Level of readiness Interpretation
(DRI)

Indicates significant weaknesses in various
parameters of digital readiness. The enterprise
has not reached the required level of
DRI <40 Low readiness technological infrastructure, organizationa
support, information capabilities, persog
and understanding of customer needs reqt
effective digital transformation.
Despite some efforts to

Below average The company began

readiness technologies and initi
areas of activity t
eliminated.

40 < DRI <55

55 <DRI<70 | Average readiness

Above average

70 <DRI < 85
readi

s fully capable of applying digital
ologies in order to gain competitive

eflects exceptional digital readiness.

The company excels in all aspects of digital
transformation, demonstrating a powerful
technological infrastructure, a favorable
organizational culture, reliable data processing
capabilities, well-developed human resources and
a deep understanding of customer needs.

DRI>38

ethod provides a systematic approach to assess digital readiness of
ses by considering various dimensions critical to digital transformation.

Based on the analysis of academic literature and state policy, several major barriers and
opportunities for industry digitalization in Russia have been identified. While there is a
growing demand for information and communication technologies in the industrial sector,
along with the necessary technological infrastructure, the level of investment may not always
meet the required scale. Limited investment often hinders the adoption of digital solutions,
impeding progress. Russia’s investment in advanced technologies is lower than that of
Western countries, indicating the need for increased funding for digital solutions.
Additionally, the Russian industry heavily relies on imported technologies and solutions for
digitalization, highlighting a lack of a robust domestic market for digital products [19].
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Another significant barrier is the availability of personnel, as adequate skills and talent
are essential for implementing and managing digital solutions. The shortage of skilled
professionals, coupled with the lack of educational programs in areas such as data analytics,
cybersecurity and software development, is mentioned in a number of papers as a barrier to
successful digital transformation of enterprises [3, 11, 12]. The rapid evolution of the digital
economy necessitates ongoing learning and adaptation, which is not typically integrated into
traditional education models [14].

Compatibility problems, data silos, and resistance to change within organizati
slow down the integration process, posing challenges for digitalizatig
transformation entails fundamental changes in corporate governance
technological chains, not just the introduction of high-tech equipment and
companies may resist digital transformation due to a lack of understandi

may
Digital

of activities using digital technologies.
Successful digital transformation opens up new o er development of
enterprises. Among them may be the possibilities o sia has launched
a national program focused on the development e digital economy, designed to provide
a basis for supporting and stimulating efforts for d ion in the industrial sector.
In addition, digitalization can be stimulated b nt of digital technology
standards and legislative regulation of s funding activities [11].
There is a significant and growing olutions in industries such as
manufacturing, energy and transportatio demand presents opportunities for
technology providers and service ] Velop nd offer innovative digital products.
ew possibilities for optimizing production
processes, improving ef icing competitiveness. Despite the initial
investment, digital tran$iou amiead to'reduced current expenses through automation

. Shifting towards private investment is also discussed by scholars
ible solution for accelerating the adoption of promising digital

hasize that the COVID-19 pandemic has accelerated digitalization, even in
aking online tools essential. Enterprises have been adapting to new

ups, technology ventures and adopting talent development programs [14].

e successful digital transformation within the economic systems of industrial
enterprises, it is necessary to apply corresponding mechanisms and tools tailored to their
pecific needs. These mechanisms should encompass a range of strategies aimed at
ilitating the entire process of digitalization, from initial assessment to implementation and
beyond. One crucial aspect is the development of methods for digital readiness assessment,
enabling enterprises to evaluate their current technological infrastructure, workforce
capabilities, and organizational readiness for digital transformation [5, 10]. Digital readiness
assessment tools should provide a holistic view of an enterprise’s readiness for digital
transformation. This includes evaluating technological capabilities, such as existing IT
infrastructure, compatibility with digital solutions, and cybersecurity measures. Additionally,
evaluating the skills and competencies of the workforce is essential to identify areas that
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require upskilling or reskilling to effectively utilize digital technologies. Alongside
assessment tools, there is a need to develop frameworks and guidelines that provide step-by-
step guidance throughout the digital transformation process. Such guidelines should outline
best practices, potential challenges and mitigation strategies, empowering enterprises to
navigate the complexities of digitalization with confidence.

The authors attempted to develop a method for assessing digital readiness of industrial
enterprises and tested it on a company ‘N’, engaged in manufacturing packaging prog
Five experts, including company employees and scholars, assessed enterprise
readiness across five dimensions using the standardized scoring criteria provided
of the assessment made by the experts are given in Table 5.

Table 5. Expert scores for assessing digital readiness of the select

Dimension Variable Sc
Expert | Expert
1 2 3
Technology infrastructure 3 2 2
readiness software systems 4 3 3
connectivity 4 3 4
cybersecurity 2 3 3 3
Organizational leadership support 3 4 3 3
culture innovation culture 4 4 5 3
change 4 4 4 4
management
collaboration 3 4 4 5
Data capabilities data quality 3 4 3 3
analyfa S 4 4 4 3 4
datafSovernfiice 3 3 3 4 4
gratio 2 3 3 4 3
c ilj
Skills digit ills 3 3 4 4 3
trainin
alent acquisition 4 4 3 4 3
illing programs 2 2 3 3 2
crogpfunctional 3 4 4 3 4
collaboration
taafiling market research 3 4 3 3 3
usto needs customer feedback 4 3 3 4 3
mechanisms
personalization 2 2 2 3 2
capabilities
responsiveness 3 3 2 4 3

Based on the expert scores provided in Table 5 the index of the company’s digital
readiness is calculated and presented in Table 6.

Table 6. Calculation of DRI for the selected company

Dimension Sum of scores Weight Weighted Score
Technology readiness 62 0.25 15.5
Organizational culture 75 0.2 15
Data capabilities 67 0.18 12.06
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Skills 65 0.22 14.3
Understanding customer needs 59 0.15 8.85
Index of digital readiness (DRI) 65.71

The obtained results indicate a moderate level of digital readiness within the selected
enterprise. With a weighted score of 15.5 out of 25 for technology readiness, significant
progress has been made in software systems and connectivity. However, there is notig
room for improvement, particularly in infrastructure and cybersecurity.
organizational culture, the enterprise receives a score of 15 out of 20, reflecti
culture supportive of digital transformation. Nonetheless, there remains un

data quality and analytical tools, there is an urgent need to i
processes and integration opportunities to improve the r
management decisions. Experts rated personnel skills at 14.
that the company has managed to build a reliable syste
skills and attracting talent. Nevertheless, there are o
cooperation and advanced training in order to ada

The parameter for understanding customer n
15. Accordingly, the company demonstrates re
attention is paid to market research and customer
gaps in personalization opportunities a
increasing customer engagement and sa

The use of the developed method
associated with the digitalizatign

ca below average. Some
isms, there are noticeable

industrial enterprise must first focus on these
technological infrastructure will ensure the

digital initiatives. Equally important is
1ty measures to protect digital assets and maintain data
at. In addition, it is important to prioritize strengthening the

The method proposed in this study for assessing the degree of readiness of industrial
enterprises for digital transformation reflects a structured and comprehensive approach to
assessing various aspects critical to the successful digitalization of business systems.
Analysis of technological readiness, organizational culture, information capabilities, staff
skills and understanding of customer needs provides a holistic view of enterprise readiness
for digital transformation. In comparison, capability maturity models assess the maturity of
an organization in different areas, but often focus on process maturity rather than specific
aspects of digital readiness, potentially overlooking qualitative aspects such as organizational
culture or customer understanding [8, 17]. Existing digital maturity assessment practices
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often provide an analysis of a company's current health rather than identifying specific areas
for improvement or prioritizing strategic intervention. In addition, various methods for
assessing an organization's readiness for digital transformation are based on an analysis of
factors such as leadership, strategy, culture and technology. Using a systematic approach,
these methods may not take into account the specifics of an industrial enterprise, paying more
attention to general organizational factors, rather than industrial problems and opportunities
[10, 17].

The method proposed in this study has a number of strengths. The use of pee
from both employees and external consultants increases the credibility of the
Covering a wide range of aspects of digital transformation provides a
assessment of enterprise digital readiness. The involvement of expe

subjectivity and potential bias into the evaluation process,
reliability of results.

This problem is partially solved by involving e
standardized assessment criteria. However, comp
task. In addition, while peer review methods pr
current digital readiness, they may have limited p
and challenges. Because digital tran i
evaluation results can quickly become ¢

To enhance the credibility of the st hod, several considerations could be
addressed in further research. ]
different industrial enterprisg

this problem is a difficult
sight into an enterprise's
in predicting future trends

across industries, can strengthen the validity
d. Incorporating objective metrics, such as

or digital transformation in navigating the rapidly evolving digital
iers and opportunities of digitalization of Russian industrial companies

onal culture, data capabilities, skills, and understanding of customer needs. Testing
it on the selected company, specializing in packaging products manufacturing and sales,
owed that by leveraging expert judgement and encompassing a diverse range of
perspectives, the method provides valuable insights into an enterprise’s preparedness for
digital transformation, thereby facilitating informed decision-making and strategic planning.
Further research could focus on enhancing the credibility of the assessment method, for
instance, by integrating quantitative metrics alongside expert judgements to provide a more
balanced and nuanced assessment of digital readiness.

10
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