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Abstract. This paper examines the dev:
used within Linux containers, aiming
performance of containerized application: has become a
vital aspect of modern soft rations, enabling
efficient isolation of appli § i ndencies. However,
selecting a reliable image and a bilities remain crucial tasks.
The focus is on utilizing a

m call analyzer
d enhance the

ystem calls within containers. The
ts with the operating system kernel
and the Podg ent tool, ensuring interception and

filtration

omprises a detector, server, and client components,
estability, extensibility, and flexible development.

for system interaction. The paper also discusses the
functional an on-functional requirements of the system, the
i mentation tools in Go and JavaScript languages using React]S and

nce of containerized applications, as evidenced by testing and
operation results.

Introduction

In"the modern world, virtualization has become an integral part of software development and
operations. One of the most popular approaches to virtualization is containerization,
particularly using Linux containers [1,2]. These containers effectively isolate applications
and their dependencies, providing maximum flexibility and scalability.
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Containers are created from templates called images. Selecting a reliable image is a
crucial step in project deployment. The quality and reliability of the image directly impact
the application's functionality and security [3,4]. An incorrect image choice can lead to
various issues and vulnerabilities that may negatively affect system performance and
security.

Analyzing a container is a vital step in the development and operation of applications
within a containerized environment. This process provides information about the contai
configuration, status, and resources, as well as security checks and optimizations.
container security, a vulnerability analysis is necessary. This includes scanning th

necessary patches and updates [5].
However, access to source code for analysis is not always avai

activities within the containers.

The aim of this work is to develop a system call analyze
By utilizing programming languages and operating system
analyze system calls within containers to gather info interaction with the
operating system kernel [8].

Key functional requirements of the system ififlude authorization, adding new system
users, restricting user access rights, managing pro d scans, detecting system
calls within containers, and filtering system calls criteria.

Additionally, there are non-functio
impact the performance of Linux con
containerization, handle a large volum
friendly interface that is easy to

s Linux distributions used for
in real-time, and possess a user-

: 1n some Unix-like systems such as Linux, FreeBSD, and
g or debugglng a selected process. It provides extens1ve

ernel space introduced by this method [15].
BPF (Berkeley Packet Filter) is a mechanism built into the Linux kernel designed for
acket filtering and analysis at the kernel level. BPF allows embedding user code into the
el, enabling secure low-level operations in the network stack without root privileges.
Developed at the University of Berkeley in 1992, BPF has become a popular tool in Unix-
like operating systems [16,17]. While primarily used for processing network packets,
implementing network services, and analyzing network activity, BPF can also be utilized for
monitoring and analyzing system calls, processes, and other low-level events [18,19].

The key characteristics and principles of BPF include flexibility, high performance,
versatility, and extensibility. BPF's flexibility allows user code to be embedded into the
operating system kernel [20], enabling real-time operations on packets, analyzing and
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filtering them based on various criteria such as destination and source addresses, protocols,
ports, and other parameters. BPF's high performance stems from its operation at a very low
level in the kernel, allowing for efficient and fast packet processing, monitoring, analyzing,
and altering network traffic flow with minimal delay and system load. BPF has numerous
applications, including gathering network traffic statistics, packet filtering based on specific
rules, debugging network issues, detecting and preventing network attacks, implementing
network services, and more [21,22]. BPF can also be used for monitoring system ca
other kernel-level events. BPF's extensibility is supported through mechanisms fg
and executing programs in the kernel, enabling the creation and integratio

vading
custom

data structures [23].

3 System architecture

The detector is a standalone application responsib
system calls within it, and transmitting the info
operating system kernel and the Podman co
technology to intercept system calls [24,25].
The detector comprises a core and a WebSock
‘container manager’, ‘pty reader’, and
lifecycle of containers, including their
processes the output from the containe
system calls within the contaip
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Fig. 1. Diagram of interaction between the detector and the OS.
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Figure 2 shows the detector architecture.
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Fig. 2. Detector architecture.

The server component of the application is responsi#@c fo cessing reguests from
clients and detectors, managing data, and providing appropriate resp s. It interacts with a
database for storing and retrieving information. T architecturddivided into four
layers. The model layer represents the entities ang flomain logic of the application, defining
and managing the application's data, including bu
layer provides an interface for accessing dat
encapsulating the implementation detai
other data sources [28,29]. The servi
application, utilizing the repository la

with the model layer,
working with databases or
logic and operations for the
access and the model layer for data

authentication, authorizatio
The interaction betweg y ollows: the handler calls the service, which

¢ repository, which then returns it to the service.
to the handler, which then sends a response to the client.

has several advantages, including modularity, testability,
reusability, and reduced complexity. Modularity makes
geable, allowing new features to be added or existing ones
entire codebase. Testability is enhanced as layers can be tested
. Extensibility allows for the easy addition of new layers or
plication grows without affecting existing code. Flexibility is ensured

ggic and data access functions saves development time and effort. Reduced
complexity makes the code more understandable and manageable by dividing the application
into layers [33,34].

Figure 3 illustrates the server architecture.
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Fig. 3. Server architecture.

The client side of the application will be presented as a web inter consisting of several
web pages. These pages provide a user interface acting wi e service and its
functionality. The client-side architecture will be #ivided into three layets: the router layer,
the component layer, and the service layer [35,3

The router layer manages navigation and rou

plication, responsible for
L. The component layer

represents a logically isolated part of ti#& has its own state, logic, and
visual representation. Components can n various parts of the application. The
service layer encapsulates business logk bns that are not tied to a specific
component, and is used for d orming network requests, or providing other

] : the router determines which
omponents interact with services to perform
ices pr0V1de the necessary data and functionality for the

llows for the separation of different aspects of the
re modular, testable, and extensible. Such a structure ensures
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Fig. 4. Client architecture.

4 Implementation toolkit

The Go programming language was chosen the detector and server

components. Go is a compiled, statically-typed pro age developed by Google,
known for its high performance, scalabj . Key features of Go include
concurrency, built-in support for para nchronization, flexible typing, a rich
standard library, portability, and 51mp11 y supports parallel programming

with lightweight threads, ma i multicore systems. Safety is ensured by
automatic garbage collecti built-ifgssupport for parallelism, reducing the risks
associated with multithrg giimmi ,44]. Flexible typing allows for abstracting
functionality and ingrea Bhe standard library provides functionality for
networking, data ing rallel programming, and more. Go's portability lies in its
cross-platform ility to compile into a single executable file, simplifying

ows the creation of complex user interfaces from reusable and isolated
. The virtual DOM speeds up updates and rendering of the user interface by
updating only the parts that have changed [49,50].
TypeScript is an open-source programming language developed and maintained by
Mlicrosoft. It extends standard JavaScript by adding static typing and other features.
TypeScript's static typing allows defining data types for variables during code writing, which
helps identify and fix errors at an early stage [51,52]. TypeScript is used for creating large,
complex, and reliable applications, such as full-featured websites, mobile applications, and
server-side systems.

Thus, the chosen tools and programming languages ensure high performance, scalability,
and reliability of the developed application [53,54], as well as convenience and flexibility in
the development and maintenance of the system [55].



BIO Web of Conferences 138, 03025 (2024) https://doi.org/10.1051/bioconf/202413803025
AQUACULTURE 2024

5 Conclusion

This work presents the development of a system call analyzer project used within Linux
containers. The primary goal of the project is to ensure the security and enhance the
performance of containerized applications by analyzing system calls within containers. The
implementation of the analyzer utilizes ptrace and Berkeley Packet Filter technologies,
enabling efficient monitoring and filtering of system calls at the operating system k
level.

As a result of the project, a system was developed that includes a system call ¢
a server component for data processing and storage. The detector interacts wi

a web interface.
The advantages of the system's multi-layered architecture incl

Thus, the developed system call analyzer provides effi
contributing to the improved security and performance
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