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troduction

With the development of digital technologies, an urgent task is to ensure the security of
international bank transfers. Internet banking, mobile banking (M-banking) and various
mobile applications are actively used to carry out international transfers, allowing for
instant transfers and currency conversion at the most favorable rate. These days, banks offer
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many electronic services, namely Internet banking, cardless ATMs, visas, credit cards, and
master cards, that allow bank users to perform their duties in both online and offline
transactions with less time and effort [1, 2]. M-banking is primarily used by bank customers
to interact ubiquitously and instantly with the bank via mobile devices such as smartphones,
telephones, and tablets [3-5]. Mobile technologies, in particular, bring new ways to make
payments, and they offer banks ways to profitably cut fees, expand geographic reach, and
speed up transactions [6].

One of the most common platforms for carrying out various financial transactig
Republic of Uzbekistan is the online platform (PayNetE. The main advants
platform include:

1. The ability to use the application using a mobile phone
connection;

2. Simple and convenient registration;

3. Payment for services (mobile communications, utiliti
QR code including to a bank account, payment for foreign se
day, you only need to add a card to perform transactions a

4. Providing increased cashback up to 100%.

5. Making instant transfers from cards
(KapitalbankE etc. to cards of other countries wj
conversion at the most favorable rate, as well as

A big advantage of the PayNet provider is t
wide range of services for performing banking tra

However, there are also disadval
when transferring funds to another cargtt ader may automatically make a mistake in
the combination of bank card numbers i
application itself does not alloyath

(HamkorbankE,
instant currency
ey transfers from Russia.

eck the information about the recipient. For
ion by bank card number or mobile phone
ormation about the recipient appears in the

ows you to minimize the risks of erroneous transactions.
jere are other payment systems, for example, the payment

ically remote areas [8, 9].

Mobile banking has provided temporal and spatial freedom to its users, which is often
nsidered as a key limitation of the customary mode of banking. It has also helped banks
cutting down their operational costs and expanding their reach to the customers [10]. It
helps its subscribers to access information related to their accounts and do remote
transactions in their accounts at a low cost [11, 12].

Cash transfers have become an increasingly important component of social protection
policies in both developed and developing countries. The introduction of mobile money
systems in many developing countries offers new opportunities for distributing cash
transfers [13].

In modern society, the role of international bank transfers is increasing. This
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phenomenon is associated with the need to carry out transactions from one country to
another. Despite the fact that there is currently a competitive struggle for each potential
bank client and huge funds are spent to ensure information security, the issues of erroneous
transactions continue to be relevant all over the world. The reasons for erroneous transfers
are varied: human error, inattention, and digital and financial illiteracy. The latter is the
most relevant since they can be classified as financially vulnerable clients (FVC).

FVCs are individuals who are unbanked or underbanked, i.e. they do not have
accounts or are not making the best use of financial services (Mogaji et al., 202
[14-16].

Receiving or transferring money is a vital activity in the daily lives
Ghanaian. Money transfer also needs a reliable, effective and affordab
service that sees to it that money deposited in one location can be
location [17].

On average, Russians lose 78 billion rubles a year due to n

Association of Russian Banks (ARB).

Not all banks in the Republic of Uzbekistan hav
international money transfers between accounts wit ion. In this regard,
they use the PayNet mobile application, which mal
incorrect transfers between countries, the first
branch where they were issued the card. Whe

ts do is contact the bank
bank about an incorrect
bank employees: C..you
transferred funds from card to card yg -party application that has
nothing to do with the relevant bankE : ose who made an erroneous
transfer is to contact the hotline via @ 4/7E. Then they try to solve the

information is consi pelfial data and, accordingly, is a banking secret in accordance
with the Law o i zbekistan dated 02.07.2019 No. LRU-547 COn Personal
[ i ederal Law of the Russian Federation (COn Personal
. Information about personal data, about bank clients'
ions and receipts are a banking secret and are protected by the
istan dated 30.08.2003 No. 530-II COn banking secrecyE and
of the Russian Federation dated 02.12.1990 No. 395-1 (as amended) (On
- icle 26. Thus, an individual who made a mistake when transferring

& empt to contact the recipient of funds by sending a message with a request to
return the mistakenly transferred money, indicating the phone number linked to the card
hrough Sberbank Online by making a “symbolic” transfer of money also does not give
Bitive results.

The Law (On Personal DataE of Russia and Uzbekistan have their own distinctive
features, reflected in the methods of protecting information. For example, in Russia, control
over compliance with the law is carried out by Roskomnadzor, in Uzbekistan, control is
carried out by the State Center for Personalization under the Cabinet of Ministers of the
Republic of Uzbekistan. Unlike Russia, in Uzbekistan, operators are required to register in
the state register. The next distinctive feature is that the Russian Federation provides for
both administrative and criminal liability for disclosure of personal data. While in the
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Republic of Uzbekistan, the main emphasis is on administrative penalties in the form of
fines.

Let us consider the features of the legislation COn banking secrecyE in Russia and
Uzbekistan.

Firstly, in Uzbekistan, banking secrecy is regulated by the Law of the Republic of
Uzbekistan dated 30.08.2003 No. 530-I (On banking secrecyE, while in Russia it is
regulated by the Federal Law of the Russian Federation dated 02.12.1990 No. 395-1 G
latest edition) COn banking activitiesE.

Secondly, in Russia and Uzbekistan, banking secrecy includes inform
clients’ accounts, financial transactions, deposits, etc.

Thirdly, banks are responsible for ensuring the protection of info
organizational and technical measures to prevent data leakage.

Fourthly, in both countries there are certain circumstances whe

on about

the list of information provided may differ significantly.
Fifthly, Russia and Uzbekistan have defined penaltie
provided for by current legislation. Both countries h

cases not
both adm ative and criminal

In Uzbekistan, banking secrecy is also regiilated by the, Law of the Republic of
Uzbekistan (On banks and banking activitiesE N 05.11.2019.

Thus, the following conclusion can be mad ies, strict measures have
been taken to ensure the protection of da the liability of all persons

must contact the bank with a written

receive a response to their a >
payment, and only after the bank provides a

application for the search 3

ctuses to accept the application, but does not give
ooests that they contact the hotline.

ussian bank of which the recipient of the payment is a
t of digitalization, you can find out which bank the recipient of

fy the authenticity of the entire bank card number. Also, the last digit of the
Ips prevent accidental errors when entering.
In essence, the first six digits of a bank card are the bank identification number (BIN),
hich allows you to find out which bank issued the card. As a rule, the BIN consists of six
its and means:
1.The first digit is the payment system, for example, for Visa cards it is 4, for
MasterCard it is 5;

2.From the second to the fourth — bank number;

3.The fifth and sixth digits are an additional identifier that depends on the bank’s
product.

The BIN format is regulated by the international standard ISO/IEC 7812-1.

In this case, the bank asks to provide the following information: transaction number and
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date and the exact amount of the transfer. After some time, the individual receives a
notification from the bank that in order to search for the payment, it is necessary to provide
the correct ARN (23 characters) / RNN (12 characters) transaction codes, SUIP (12 digits
and 4 letters) or the transaction number in the billing system (12 digits). The question
arises, how can an individual obtain this information?

It is possible to contact the PayNet application hotline from Russia, but the cost of
communication services in roaming is very high.

When trying to contact PayNet operators by email, individuals who have

Sberbank asks to provide to find an incorrect transfer.

The methods for returning disputed bank transfers in Uzbe
identical. You must immediately contact the bank or service prdi
erroneous money transfer was made with a request for a refun

2 Purpose of the study

Purpose of the study — problems of ensuri
transfers.problems of ensuring the security of int

the security of
ational bankgransfers.

3 Materials and research methods

In the process of the research, method al
assessment of legislative acts of the Rusglangdic

The materials of the researc

vere used with the application of the
on and the Republic of Uzbekistan.
ormati\&and legal acts of Russia and Uzbekistan.

ussion

card number / mobile phone number. And in this case, the
s transfers arises.

Y'the amount to which the money was mistakenly transferred. It is the police who
can establish the identity of the person who received the mistaken money transfer. Also, the
olice are responsible in this case not only for establishing the identity and place of
esidence and work, but also for obtaining a written explanation. The recipient of the
mistaken money transfer can refuse to return the funds if he proves that the money was
transferred to his account not by mistake, but, for example, as part of a completed
transaction or as a gift. In the absence of supporting documents of the transaction or another
document, then unjust enrichment occurs.
According to Article 144 of the Criminal Procedure Code of the Russian Federation, the
inquiry bodies and investigators are required to verify the information within their
competence and make a decision on it no later than 3 days from the date of receipt of the
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application. According to official data from law enforcement and judicial bodies, in 99% of
cases such cases are resolved with the forced return of funds to the plaintiff.

After the identification of the identity by the police, individuals who made an erroneous
transfer of funds must file a claim in court. If the transfer amount is less than 50,000 rubles,
a claim for recovery of unjust enrichment is filed with a justice of the peace, and if the
amount is more than 50,000 rubles, the same application is filed with a regional court.

An analysis of the dynamics of the total volume and number of transactions with
consent of clients of Russian banks is presented in Figure 1.

18000

157
16000

14165.44
14000 13582.23

12000
10000 9283.13

8000
6000
4000

2000 723,27 1035,01 876 1165,99
0

2020 year 2021 22 year 2023 year
@ Volume of transactions, million 1 of operations, thousand units

Fig. 1. Analysis of the dyna

clients increased by 11.48%. This phenomenon can be explained by
transfers using bank cards (+10.54% or up to 136.38 trillion rubles).
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According to official data from the or 2023, the largest volume
of thefts was committed using bank car 0 984.77 million rubles (Figure
2).

In 2023, the largest volum ds was carried out using bank cards and
amounted to 7120.37 millig st share of reimbursed funds for this period is
typical for transactions ug 66.77 million rubles. Since the beginning of
2023, Russian credit, i 1ti 9y "sending information on prevented thefts of
funds. The volu d banking transactions without the consent of clients

amounted to 57,

applications used by the population to make international bank transfers.
No less pressing is the lack of awareness among users about the possible risks of unjust
ichment.
To solve the above problems it is necessary:
Firstly, to strengthen international cooperation in the exchange of operational
information between the Russian Federation and the Republic of Uzbekistan. This will help
solve problems with incorrect (erroneous) transfers of funds, especially with bank card
transfers;

secondly, to improve the financial literacy of the population, which includes providing
bank clients and users of mobile applications with comprehensive information about the
capabilities of mobile applications and the risks of illegal enrichment;
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thirdly, inclusion in mobile applications of additional information about the sender,
namely the full last name and patronymic and the first letter of the last name of the recipient
of money transfers;

fourthly, the introduction of additional parameters for confirming transactions, for
example, two-step authentication in order to eliminate errors when entering a bank account
number, mobile phone number or bank card number in order to eliminate the risk of
incorrect money transfers;

fifthly, information about the rules and consequences in the event of unjust e
of recipients of Crandom moneyE;

countries and the Russian Federation.
It is also necessary to strengthen the legal framework of the Re
providing for the introduction of clear and unambiguous rules on un§

Uzbekistan in relation to:
1. Definitions of such concepts as Cunjust enrichmentE,
2.Clarification of the grounds for the return of re

having legal grounds for doing so;
3.Establishing a limitation period for the claim
For both states, the simplification of proced idering and conducting cases

on unjust enrichment and strengthening the i tims, including not only

compensation for damages, but also interest for ne else's property, is of a

recommendatory nature. The practicalgimplement e measures will allow the

formation of an effective legal basi ati lation of issues Con unjust
enrichmentE and will significantly simp e for the return of funds, as well as
strengthen the protection of the rights of
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