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Abstract. This article is directed to discuss one of the urgent information 

security problems in communications systems, computer systems and 

networkingfields. After what it suggests the most objective way of 

evaluating the criteria of information security management creation 

process in point of communication technologies which could be used 

regarding to any branch of the national economy. The variety of main 

facilities of information security is also reviewed. 

1 Introduction 

The development of the Internet as a technology requires for special conditions that should 

be kept due to information systems and networks in order to ensure its information 

security. A huge amount of data centers is being build based on modern cloud technologies 

with colossal volumes of data, databases, high processing speed and recipience of data by 

its transfer. 

Data centers (data processing centers) specialized in keeping specialized computational 

equipment designed for storing and processing a large amount of information, as well as 

provide communication channels for customers could access or transfer data. The users this 

data can be both as state enterprises organizations as various institutions, and commercial 

enterprises also using virtual channels. Our days within the transition of society to market 

relations almost any information becomes a product for the recipient which separately in 

terms of semantic content can have different values [1-5]. 

 

2 Methods and results 
 

As it known the information security as it is having been understood as state which 

supplies protection of information and hold infrastructure from accidental or intentional 

impacts as of natural as artificial nature. This impact can cause unacceptable damage to the 

subjects of relationships within information exchange including also owners themselves 

and users of information. 

In order to implement proper information security level, the set of measures ensuring 
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information security should be delivered. From the theory of information security as 

specialty area is known that information security itself contains of concept of CIA. The CIA 

triad of confidentiality, integrity, and availability is at the heart of information security 

which represents (C – Confidentiality, I –Integrity and A –Availability). 

- Confidentiality in information security, confidentiality "is the property, that 

information is not made available or disclosed to unauthorized individuals, entities, or 

processes." While similar to "privacy," the two words are not interchangeable. Rather, 

confidentiality is a component of privacy that implements to protect our data from 

unauthorized viewers. Examples of confidentiality of electronic data being compromised 

include laptop theft, password theft, or sensitive emails being sent to the incorrect 

individuals. 

- Integrity in IT security, data integrity means maintaining and assuring the accuracy 

and completeness of data over its entire lifecycle. This means that data cannot be modified 

in an unauthorized or undetected manner. This is not the same thing as referential integrity 

in databases, although it can be viewed as a special case of consistency as understood in the 

classic ACID model of transaction processing. Information security systems typically 

incorporate controls to ensure their own integrity, in particular protecting the kernel or core 

functions against both deliberate and accidental threats.Multi-purpose and multi-user 

computer systems aim to compartmentalize the data and processing such that no user or 

process can adversely impact another: the controls may not succeed however, as we see in 

incidents such as malware infections, hacks, data theft, fraud, and privacy breaches.More 

broadly, integrity is an information security principle that involves human/social, process, 

and commercial integrity, as well as data integrity. As such it touches on aspects such as 

credibility, consistency, truthfulness, completeness, accuracy, timeliness, and assurance. 

- Availability for any information system to serve its purpose, the information must be 

available when it is needed. This means the computing systems used to store and process 

the information, the security controls used to protect it, and the communication channels 

used to access it must be functioning correctly. High availability systems aim to remain 

available at all times, preventing service disruptions due to power outages, hardware 

failures, and system upgrades. Ensuring availability also involves preventing denial-of-

service attacks, such as a flood of incoming messages to the target system, essentially 

forcing it to shut down. In the realm of information security, availability can often be 

viewed as one of the most important parts of a successful information security program. 

[citation needed] Ultimately end-users need to be able to perform job functions; by ensuring 

availability an organization is able to perform to the standards that an organization's 

stakeholders expect.This can involve topics such as proxy configurations, outside web 

access, the ability to access shared drives and the ability to send emails.Executives 

oftentimes do not understand the technical side of information security and look at 

availability as an easy fix, but this often requires collaboration from many different 

organizational teams, such as network operations, development operations, incident 

response, and policy/change management.A successful information security team involves 

many different key roles to mesh and align for the CIA triad to be provided effectively. 

Same time information security tools in computer systems and networks could be 

divided into: 

- organizational (organizational-technical and organizational-legal) tools of security; 

- technical (electronic), electromechanical and other hardware security tools; 

- software security; 

- legal remedies; 

- physical security tools; 

- information security tools protecting over transmission and communication channels; 

- special tools of protection against various malware software and others. 
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Generally, cryptographical tools are singled out separately, although they can be 

conditionally assigned to software and hardware information security tools. 

Theres a huge variety of toolsbeing developed which aim is maintaining information 

security devoted to software, technical, organizational, technical, legal and cryptographic 

means of protection. 

Nevertheless, solution of problem with information security in telecommunication 

networks, computer systems for information processing is still remains asa complex and 

difficult task. While the security of information in the process of its transfer becomes more 

and more primary goal in the modern world. 

Personal computers of individual users can be reliably protected, however, when 

information is transferred outside the controlled area, the probability of information leakage 

increases.Often, the use of insufficiently effective means of protection causes the loss of 

personal data of citizens, including their bank card numbers, personal information or other 

information valuable to the end user, trade secrets.For this reason, ensuring security in the 

data transmission environment should be a priority for protection in an organization. 

And since ensuring security is not an end goal, but a continuous process, in order to 

ensure the security of information, it is necessary to purposefully and regularly apply 

methods and means of protection to maintain a given level of information security for the 

entire set of indicators and security conditions. 

For a scientifically based choice of information security policy, it is necessary for the 

following questions should be answered: 

- who needs information and what kind of information it is; 

- who, when and to what kind of information users tries to access; 

- than loss of this or that type of information is fraught; 

- what information should be protected and from whom; 

- what category of protection is required for each type of information; 

- what organizational, technical and software tools of protection should be used; 

- what will be the costs of protecting this information, etc. 

 While developing information security systems, it is necessary to study in detail the 

object for which it is being created, in order to prebuild a private model of the intruder for 

this object. 

The next step is the development of requirements for the information security system, 

which should take into account the goals and objectives set for the system, the technical 

requirements of the customer and the real threats to the information resource of the object, 

on the basis of which the information security system is being developed. 

At the same time, while choosing the right type of protection measures the most 

advanced, promising methods known in modern world should be firstly taken in account. 

The trend of recent days is the use of information security tools for various objects, in 

addition to organizational ones, the use of protection tools based on reading the unique 

biological parameters of a separate person. 

Concept “something I know” which means using passwords and logins the concept 

“something I have” is also used by using such identification metrics as fingerprint, facial 

image, voice, iris and palm and finger vein pattern. 

While when transition of information over communication channels we use 

cryptographic tools of protection. 

The approach proposed in this article is to determine the value of this information in 

determining the measures and tools of its protection. In some cases, the receipt of altered 

(distorted) information, or its absence due to the impact on it as a result of attacks (actions) 

of the intruder, will conditionally be considered erroneous. 

If there is an error in the information received by the systems or objects where it is used, 

certain processes will proceed in a non-optimal way, i.e. with losses Cp- which can be 

 
 

 

, 02031 (2024)BIO Web of Conferences

AQUACULTURE 2023
https://doi.org/10.1051/bioconf/20248402031 84

3

RETRACTED



determined by cost expressions 

The average cost of these loss can be non-linear and can increase linearly, smoothly or 

instantly, depending on the content and importance of the given message. The proposed 

approach for ensuring information security in telecommunication networks and systems is 

that when developing and building any information systems and information security tools, 

it is necessary to take into account the cost losses from incorrect and untimely received 

information, taking into account their value, determined by the recipient of this information. 

Any information is a valuable asset, the possession of which increases the 

competitiveness of business companies. Its protection becomes the goal not only of market 

participants and citizens, but also of states and law enforcement agencies. At the level of 

international law, fundamental documents on the protection of information are being 

adopted; articles related to crimes in the field of information security have already been 

introduced into the criminal codes of most countries. 

The information value should be determined by the material equation of effect of saving 

the generalized labor costs of the recipient object to achieve the goal, what means ensuring 

the required level of security of system information. In general case, the goal achievement 

is described by next expression: 

 

P=P0-[Cis-Cp]      (1) 

 

where: Cis, Cp - respectively, the reduced cost of a reliable information system and the 

loss for recovery; P is an indicator that characterizes the work of the integrated system 

(profit, productivity, quality and quantity of products, the degree of fulfillment of the task, 

etc.); Pо is an indicator P, which takes on maximum values with an absolutely reliable 

functioning of the information system, providing a given information security level. 

The greater advantageof this expression is the fact that P not only synthesizes changes 

in the cost of not only creating a secure information system, but also the lossby the 

managed object during its operation. 

 For the creation of optimal information security systems, it is necessary to minimize 

the total cost losstaking into account the costs of creation of such system in a whole. 

 The main criterion in ensuring the security of any information system from various 

external influences is the minimization of the above-mentioned total cost losses, depending 

on the value of the information transmitted, processed and delivered to the user of a 

functioning object. These indicators can be obtained in advance by modeling or 

experimentally. 

 The application of this criterion (minimum losses) will allow creating the most 

reliable information security system at minimal financial and labor costs. 

 Nowadays, cryptographic information security tools are widely used in 

telecommunication networks. In this connection, studies were carried out in the field of 

application of various methods of information protection (including open information and 

information labeled "for official use") through communication channels in 

telecommunications, computer systems and networks. 

 Various ways of implementing threats and attacks that occur in computer networks, 

possible ways of determining them, methods of cryptographic means of protecting 

information using both symmetric and asymmetric coding methods, as well as methods for 

ensuring the security of information and databases were considered. 

 A corporate network was modeled using the example of one university with branches, 

information transmission in Uzbek and Russian. 

 Algorithms of the data transmission system for the selected corporate computer 

network based on DES (Data Encryption Standard), AES (Advanced Encryption Standard), 

IDEA (International Encryption Algorithm) and software tools in algorithmic scripting 

 
 

 

, 02031 (2024)BIO Web of Conferences

AQUACULTURE 2023
https://doi.org/10.1051/bioconf/20248402031 84

4

RETRACTED



languages PHP and JavaScript have been compiled. 

 The results obtained showed the effectiveness and correctness of the chosen method 

of information protection. 

 These results can be used in the design of local, corporate and even regional computer 

systems and telecommunications networks, as well as in the operation of this kind of 

information processing systems and networks of various levels and purposes. 

 

3 Conclusion 
 

Based on the foregoing, while building any intelligent information security management 

system, it could be considered appropriate to take into account the value of the processed 

and delivered information, taking into account the total cost losses of the object - the 

recipient of information. 

 

References  
 

1. H. Nigmatov, U. A. Umarov, Bulletin of TUIT: Management and Communication 

Technologies 4, 3 (2021) 

2. H. Nigmatov, To a technique of maintenance of information safety in networks and 

systems of telecommunication, in Proceedings of the 3rd International Central Asian 

Conference. In English. ICI-2007 and ITRA-2007 Paris. 

3. H. Nigmatov, A. Mukhammadiev, International Journal of Advanced Research in 

Science, Engineering and Technology 7(10) (2020) 

4. Kh. Nigmatov, Information security. Information protection in telecommunication 

networks. Shymkent. Ed. "ZHEBE", p. 188 (2013) 

5. H. Nigmatov, Models and algorithms for managing a data transmission network with 

different types of communication channels and a changing structure. Monograph, p. 

220 (Tashkent 1996) 

 

 
 

 

, 02031 (2024)BIO Web of Conferences

AQUACULTURE 2023
https://doi.org/10.1051/bioconf/20248402031 84

5

RETRACTED


	1 Introduction



