BIO Web of Conferences 97, 00085 (2024) https://doi.org/10.1051/bioconf/20249700085
ISCKU 2024

Attack graph-based security metrics: concept, taxonomy,
challenges and open issues

Zaid. J. Al-Araji'* Sharifah Sakinah Syed Ahmad®, Hussein M. Farhood®*, Ammar Awad Mutlag® and Mahmood S. Al-
Khaldee®

'Technical Computer Engineering Department, Al-Hadba University College, Mosul, Iraq

*Faculty of Information & Communication Technology, Universiti Teknikal Malaysia Melaka, Melaka, Malaysia

*Department of Communication and Engineering, School of Electrical Engineering, College of Engineering, University Teknologi
MARA, Shah Alam, Selangor, Malaysia

*Department of Computer Engineering, College of Engineering, Mustansiryah University, 10047 Baghdad, Iraq

Ministry of Education/General Directorate of Curricula, Pure Science Department, Baghdad 10065, Iraq

®Ministry of Education, Mosul,Iraq

ABSTRACT Context: Security issues have increased recently because of the increased use of
networking. The researchers have proposed many models, approaches, and models, for example, attack
graphs. The attack graph model is a valuable tool for vulnerability analysis as well as for displaying all
network paths. In general, attack graphs can be utilized for a variety of purposes, including the calculation
of security metrics. Nonetheless, in order to sufficiently safeguard networks, a technique for gauging the
security degree provided by these activities is required, as "you cannot improve what you cannot
measure." The security level of a system or network is typically represented by network security metrics
in qualitative and quantitative ways. The network security metrics are typically employed to evaluate a
system's security level and meet security objectives. Aim: This study aims to present a review of attack
graph-based security metrics and analyse the previous work. Provides the limitations and issues the
researchers faced to improve this important research area. Methodology: The attack graph security metrics
field was thoroughly investigated in all research, and four databases—ScienceDirect, Web of Science
(WoS), Scopus, and IEEE—were used to collect data between 2001 and 2022. Results: 46 papers were
founded on attack graph security metrics with different methods and techniques based on the exclusion
and inclusion criteria. The results of the taxonomy created three significant categories: proposed,
implemented, reviewed, and surveyed. We believe this study will aid in highlighting research ability,
which will subsequently broaden and establish new research topics.

1 Introduction

The use of network technology has grown in recent years [1], [2], [3], [4]. However, despite the network's
benefits for human life, it also has security issues that must not be disregarded [2]. Security is a serious
challenge that has been and will continue to be in numerous important computer applications and systems. A
comprehensive cyberattack has the potential to cause significant harm to both the target system and the
businesses or organizations that utilize it. An attacker might use such assaults to impede network
performance, obtain authorization to access sensitive data, and ultimately take complete control of a targeted
machine. The researchers have employed a variety of techniques to either detect or protect the network from
threats [5]. Attack graph (AG) is one of the important models that has been used to either detect or protect the
attacks.
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The AG was proposed by Philips and Swiler [6], [7]. Since then, scholars have proposed various techniques
for creating AGs. For instance, [8] developed a generation approach based on monotonicity, whereas AG
ranking using a neural network graph was proposed by [9]. In addition, [10] presented an AG construction
approach based on a Kohonen neural network supervised, whereas [11] presented an approach for finding
forward full AG construction that relies on hypergraph partitioning. The network vulnerability assessment
approach based on the database graph was also introduced by [12], who elaborated on its effectiveness in
resolving state explosions and many other issues.

An AG can be used for several aspects, in negative or positive ways [13], [14]. Researchers frequently
employ AG to strengthen network security. The security metrics calculation is one of these applications.
Additionally, security metrics can be developed and assessed, as well as the overall security of the network,
using AGs. The danger in the network can also be assessed using these measures. According to the National
Institute of Standards and Technology (NIST), security metrics are methods for obtaining, evaluating, and
disseminating pertinent performance-related data to facilitate decision-making and improve network
performance [15].

Generally, security metrics are classified into two classes: primary-sed and secondary-based [16]. The
primary-based metrics contain architectural and performance metrics. The architecture has many metrics; the
AG-based security metrics are one of these types. AG-based security metrics result from monitoring a
network's internal characteristics that impact the security of the information technology and operational
security. The values are obtained by creating an AG and then applying analytics.

Many AG-based security measures have been suggested and launched in the last few years, and these
metrics have been used to quantify security levels in numerous published studies. Nevertheless, to the best of
our knowledge and inquiry, no comprehensive article exists that explains every AG-based statistic. This study
examines the subject of AG-based security metrics and examines earlier studies that mostly concentrated on
developing or utilizing AG-based metrics. An SLR can determine, categorize, and synthesize a comparative
analysis of state-of-the-art studies. It enables knowledge transfer within the scientific field [17], [18] The SLR
was conducted to identify, perform taxonomic classification, and systematically compare existing studies on
planning, executing, and validating AG-based metrics by performing a methodological review of the existing
studies, we aim to provide answers to the following questions:

What are the main practical motivations for AG-based security metrics?

What are some of the most well-known AG-based security metrics?

Which type of classification in research approaches can be applied for AG-based security metrics?

What are the open issues and future trends of AG-based security metrics?

The guidelines in [19]-[22] were followed in this study. The criteria and factors taken into account for
deepening comprehension of various pertinent components of this topic in the literature included motivations,
challenges faced by researchers, and recommendations made to analyze for advancing this crucial study area.
Therefore, 46 studies were selected, classified, and compared by applying characterization taxonomy. The
characterization taxonomy based on these fields comprises three groups: host, network, and composite-based
metrics. Furthermore, open issues and future directions related to AG-based security metrics are also
presented.

This article is organized as follows: Section 2 explains the research methodology; the security metrics
overview is explained in detail in Section 3. Section 4 presents the related work. Section 5 represents the
research analysis. Section 6 presents the limitations and challenges, and section 7 represents the research
conclusion.

2 Research Methodology

The processes listed below are used in the planning and review process for AG-based metrics as shown in
Figure 1: (1) Identify the need and necessity for an exhaustive analysis of the available AG security-

based metrics. (2) Identify and study the research gap, concerns, and issues the prior studies raise. (3)
Improve/assess the process for conducting a systematic literature review on the AG-based security metrics.
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FIg 1. Guideline of research methodology

The following phases lead to the systematic literature review of AG-based security metrics: (1) Identify
the AG-based metrics research. (2) Articles selection technique. (3) Extraction of the information. The
implementation of the findings of the comprehensive literature review of AG-based security metrics is done in
the documenting review phase, which also looks at how to choose the research.

2.1 Planning the Review

Review planning begins with gaining insights into the motivations for systematic work and the results of a
review protocol as follows:

1. Motivation of the Review

A systematic review results from identifying, categorizing, and comparing current evidence on AG-based
security metrics. It focuses on categorizing and contrasting security metrics in the AG. Concerning the
importance of deriving security metrics in AG, it is necessary to consolidate the existing evidence on AG-
based security metrics. This section answers the RQ1 which is "What are the main practical motivations for
AG-based security metrics".

2. Information Source

The studies were methodically carried out using the following four databases, ScienceDirect, Scopus,
WoS, and IEEE. The study was chosen based on an index, demonstrating a simple and complicated query in
numerous publications and conference articles on network security. Technical studies were therefore taken
into account throughout the selection process, offering a wider perspective on research projects taking into
account many scientific domains, as shown in Table 1.

Table 1. The exclusion and inclusion criteria for the papers

Criteria Type Prenominal
Inclusion Research articles (technical, survey, and review) that Scientific reports that derive the security
are related to AG-based metrics metrics using an AG
Exclusion * Books, Book Chapters, and Thesis. Not English, Books, Theses, and unrelated
* Not English papers. papers are excluded
» Unrelated papers.
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3. Research Selection

The selection technique of the studies for effective review is complicated, considering different research
fields. It is the most important and perhaps neglected perspective while examining a certain issue. First,
duplicated and unrelated publications had to be omitted while considering the abstracts and titles of each
paper. Second, full articles will be read off the remaining papers to find the related articles.

4. The SLR Search

We produced the query using particular keywords in IEEE, Web of Science (WoS), ScienceDirect, and
Scopus databases. The search queries were (("attack graph" AND ("security metric" OR "vulnerabilities
metric" OR "path metric" OR "host metric") OR ("attack graph security metrics")). We chose journals and
conferences as the only advanced search choices in each database, excluding additional alternatives like
chapters, books, or other publications.

4.1 Article Search Results

From 2001 to 2022, the query resulted in 804 papers, 223 from IEEE Xplore, 26 from WoS, 137 from
Scopus, and 418 from ScienceDirect, as shown in Figure 2. 365 duplicate articles were found in all databases,
and 393 papers are unrelated.

, most of the papers were published in ScienceDirect and IEEE databases. Figure 2 illustrates the overtime
classification of the articles in every category, including IEEE, ScienceDirect, Scopus, and Web of Science,
through the years.
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Fig2. The distribution of articles over time
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4.2 Security Metrics Overview

According to the NIST, metrics are tools that collect, evaluate, and present relevant performance related to
the data to help in decision-making, and enhance transparency and performance[25]. Security metrics are
required for CSA management and comprehensive network security [15].

The security metrics can be classified into two categories. According to Nwokedi C. Idika [16], There are
two basic categories of security metrics: primary and secondary, as shown in Figure 3. Architectural and
performance-based metrics are the two primary categories of security metrics. The variety of characteristics
that each class measures account for the differences between them. Architectural-based metrics measure
internal characteristics. External qualities are measured through performance-based metrics. Complexity and

time-based metrics are the secondary security metric classes. These metrics can be used to analyze both a
network's internal and exterior properties.

[ Security Metrics ]

[ Primary Class ] [ Secondary Class ]
[Architectural ] [ Performance ] [ Probability ] [ Complexity ][ Time base ]

FIg 3. Security metrics classification [16]

AG-based security metrics and architecture-based metrics [16]. It results from calculating the internal
network characteristics that impact IT or operational security. The parameters were obtained by constructing
an AG and then applying analytics. The measurement used to create the AG-based metric is this analysis [16].

Based on [26], AG-based metrics could be classified into three main classes based on the reachability of
the network: network-based, Host-based, and Composite metrics, as shown in Figure 4.

[ AG-based Security ]

[ Path-based ] [ Non-Path- ]

Fig 4. AG security metrics classification [26]
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The security level of each host in the network is measured using host-based metrics. Security metrics
without and with probabilities are the two categories of host-based metrics [27]. The classification was carried
out since, in some cases, determining a probability value for an assault is not practicable. Several analyses and
optimizations could be carried out without or with probability assignments [13].

The network-based metrics utilize the structure of a network to aggregate the network's security
characteristics. Network-based security could be divided into two types: path and non-path-based metrics.
Path-based metrics calculate the network's security level using reachability information. While in non-path-
based metrics, a network's characteristics and structure are not taken into account[16].

The composite metrics combine individual metrics to enhance network security [26]. This metric depends
on combining host- and network-based metrics to design a new set of metrics. The following section will
review the recent articles based on these types.

5 Related Work

This section represents the related papers that used AG-based metrics. Based on the taxonomy, the
research can be classified into three primary parts, as shown in Figure 5 developed metrics which focus on the
articles that proposed metrics; implemented metrics which focus on the articles that used previous metrics;
and the last part focuses on review and survey about AG-based security metrics.

Attack Graph-
Based Security
Metrics
v
Developed Implemented Review &
Metrics Metrics Survey

Fig5. AG security metrics taxonomy
5.1 Developed Metric

This section is focused on the articles that proposed new AG security metrics, this section will answer the
RQ2 which is What are some of the most well-known AG-based security metrics. According to Figure 4, the
AG security metrics are categorized into three main classes as the following:

1. Host-Based Metrics

This section is focused on host-based metrics. Researchers have recently proposed many metrics based on
host resources.

[28] proposed several host metrics, which are Host Address Variability (HAV), Compromise Success
Probability (CSP), Exploit Success Probability (ESP), Scan Success Probability (SSP), Attack Impact (Al),
and Risk. The HAV metric monitors changing the IP address assigned to every host over time. CSP metric
that represents the possibilities of an attacker successfully compromising the system. This metric depends on
SSP and EPS metrics. SSP is a metric to discover the information in the host (h;) like vulnerabilities, IP,
protocol, and services. The researchers estimated the SSP in terms of MTD interval time and scan duration for
the attacker to learn about a host's security information. ESP metric is used to scan host vulnerabilities
whether they are exploitable or not. AI metric A successful breach of a host or component would result in a
loss of confidentiality, integrity, and availability measured by AI metrics. To determine whether the MTD
shuffling procedure had a positive or negative influence or had no impact, the authors recorded changes in
attack impact for every host in a network during each MTD shuffling interval. The last metric is Risk. Every
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MTD interval time, the risk metric calculates the probability of compromise of a host (or component) in a
network. The authors record the change in risk at each MTD interval so that it might be utilized to measure
how effectively the MTD shuffling process worked.

The Probabilistic Security Metric (PSM) was proposed by [29]. Considering some prerequisites, this
measure calculates the likelihood that the attacker can breach the security policy by fulfilling the objective
condition. o probabilities, p(e) and p(c), are assigned for each exploit e and condition c, indicating the
unique score for each. Attack Success Probability (ASP) is a metric utilized to determine the likelihood that
the attacker will succeed in achieving a target during an attack [30]. This metric can be used at both the host
and network levels. At the host level, the metric measures the possibility that an attacker may compromise a
node. Attack cost (AC) Is utilized to determine the amount of cost an attacker must spend to achieve their
attack goal [30]. This metric also can be used in both host and network-based. At the host level, The cost
incurred by the attacker to a node serves as the metric [31]. Attack impact (Al) estimates the possible damage
an attacker could inflict to accomplish their attack target [30]. Loss of availability, integrity, and
confidentiality are potential losses. The loss the attacker causes to compromise a node is the metric at the
node level.

Mean-time-to-compromise (MTTC) is applied to calculate the average time it takes for the attacker to
reach their target [30]. The host level measures the mean time it takes the attacker to compromise a node. If
the host has one vulnerability only, it means the AG or attack tree includes just a node with a compromise rate
CTyoot- The Factor of Security (FoS) and Probabilistic Factor of Security (PFoS) metrics were proposed by
[32]. When PFoS metrics are assigned to vulnerabilities, they are understood as the probabilities that the
relevant vulnerabilities' exploits can be used if all the prerequisites are already achieved. FoS metrics define
the factor of security metrics based on the redundant AG model. While [33] proposed the Attack Cost
Exploitation (ACE) metric. This metric could be calculated by accounting for all potential attack paths. The
authors presumptively do not reduce attack efforts by leveraging the same variant (such as an application,
operating system, and others). The exploitability of every attack path is then calculated as the sum of all
necessary vulnerabilities. However, these metrics cannot be worked alone to evaluate the network security
because they are not enough to secure the network or to show the weaknesses. These metrics must be
combined with network metrics to create a better metric to evaluate the network security.

5.2 Network Based

This section is focused on network-based metrics. In recent years, researchers have proposed many
metrics based on network resources and paths. As we mentioned above, ASP, AC, Al, MTTC, and ANC can
be used in both network and host-based, so the network-based, the probability that the attacker might
compromise the goal node through the attack paths is known as the ASP metric. The AC metric can measure
the amount an attacker must compensate for breaching the target using the attack paths [31]. The Al metric
can measure the maximum loss the attacker may do to breach the goal node out of all possible routes. MTTC
Metric measures how quickly the attacker may compromise the goal node out of all possible attack paths. At
the same time, ANC represents the average local node connection across all network node pairs [30].

The shortest Path (SP) Metric was proposed by Phillips and Swiler [6]. The attack path with the smallest
steps between the attacker's initial point and the target node is known as the shortest attack path. The
administrator who analyses the AG chooses the length function that is utilized to calculate the distance. These
statistics, however, do not reflect the quantity of shortest pathways in the network, and there is no guarantee
that the shortest path is the optimal path utilized by the attackers [6]. The weakest Adversary (WA) metric
was proposed by [34]. The WA metric and the SP metric aim to explain network security in terms of various
permutations of the network's weak points. The metric's underlying assumption is that no network is stronger
than its weakest adversary. Initial characteristics of the AG are associated with an opponent's weakness. At
the same time, Shortest Attack Path Variability (SAPV), Shortest Attack Path Variability with IP Shuffling
(SAPVIS), Attack Path Variability (APV), and Attack Path Variability with IP Shuffling (APVIS) were
proposed by [28]. The length of the shortest attack path from the attackers' starting point to the target node is
represented by the SAPV security metric, which is frequently displayed graphically; the SAPVIS metric refers
to the shortest attack path with IP-shuffling; the effect of deploying MTD is measured using the APV metric
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by changes on attack paths. Additionally, the APVIS metric was developed to measure network shuffle
dynamics' effect on attack pathways. However, these metrics depend on the paths and measuring the changes
on the paths, not the network's resources; this might mislead the results of the optimal path the attackers might
use.

The number of Paths metric (NAP) was suggested by Ortalo (1999) [35]. It describes the number of attack
paths in a particular graph. It determines how weak the network is to be hacked or attacked. A higher NAP
metric reflects a more exposed network. Besides the NAP metric, three metrics are proposed by [36], which
are the percentage of severe systems (PSS), the number of severe systems (NSS), and the total number of
network hosts (TNH) metrics. Besides the Variability of the Number of Attack Paths (VNAP) metric
proposed by [28]. VNAP represents an attacker's various attack paths to access a goal host. This metric
calculates the change in the number of attack paths by time. These metrics, however, do not consider the
attack's effort, suggesting that two networks with the same number of paths have an equal level of security
[35]. To solve the issue, [37] proposed the Weighted Number of Paths (WNAP) metric. WNAP considers
each path's weight by calculating the path's vulnerabilities score. However, this metric only calculates the
number of weighted attack paths without considering the weakest ones.

[33] proposed Attack Path Exposure (APE) metric. This metric aims to calculate the duration of every
attack path exposed. If an attack path is exposed for a sufficient time, the attacker will likely prepare and start
an attack effectively. Therefore, to improve security, the length of an attack vector should be kept to a
minimum. Determining how long an attacker will take to plan and start an attack can be challenging.
Therefore, the ideal scenario is to reduce the time an attack channel is exposed.

The Mean of Path Length (MPL) metric was proposed by [38] as an average length of the paths. It
computes the mean of the path length to represent the average path length. It also calculates the amount of
effort an attacker would impose to circumvent network security policy. It is crucial because the attacker might
not have a similar understanding of the vulnerabilities as the administrator. As a result of the lack of
knowledge, an attacker might choose a route that is not the quickest. The attacker may also decide to use the
alternative route if they think the security engineer employs the analysis of the shortest path. However,
because it depends on the NP metric, this metric cannot be used alone [39]. Besides, it does not consider the
resources in the calculation.

The Median of Path Lengths (MePL) metric was proposed [39] It determines the path's length that appears
in the center of all the path length amounts. This number is helpful because the MePL measure could not
accurately reflect the typical path lengths in the AG due to the possibility of skewed path lengths. The Mode
of Path Length (MoPL) metric proposed by [39], reveals the attack path's length that usually occurs. It
demonstrates a different interpretation of "typical." The word "typical" here means "most often." The
administrator might use the principle of insufficient reason to give each attack path an equal probability if
they are unable to identify the chance of an attacker traveling any particular attack path.

Attack Resistance (AR) Metric was proposed by [40] to assess a network configuration's defense against a
coordinated attack as the sum of its exploits. The AG assigns a unique resistance value r (e) to each exploit e
. This number intuitively indicates how challenging it is to use an exploit. At the same time, the Network
Compromise Percentage (NCP) metric was proposed by [41]. It shows the proportion of network resources
that the attacker can take over. While the term "compromise" might be interpreted differently depending on
the context, the authors defined it as the attacker gaining user- or administrator-level access to a host. The
NCP value increases as more hacked machines are discovered. However, these metrics do not calculate the
weakest path and do not recommend the optimal paths the attacker might use.

Return-On-Attack (ROA) metric was proposed by [42]. The metric calculates the benefits the attackers
might gain when they already exploit vulnerabilities. It measures the advantages of the attacker from the
viewpoint of the defender. The ROA measures security from the viewpoint of an attacker. Organizations use
this security metric to assess how well a countermeasure works to deter a particular kind of intrusion attempt.
At the same time, the explicit recognition of steps in the plans drawn from the plan library makes the Percent
Complete (PC) statistic relevant to plan-based representation [43]. The PC metric calculates the assault goal's
completion rate, given the data. The Minimum Remaining Path Length (MRPL) metric indicates a lower
bound on how advanced an attack has progressed [43]. Checkpoint (CP) ranking of the AG steps depends on
the number of plans that should use them; this metric can help the administrators to secure the network; this is
meant to be used as a technique for a network administrator to stop an attack before it happens [43]. However,
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these metrics focus only on the resources without considering the path and steps, which may give misleading
results.

Spectral graph robustness metrics were investigated by [44], which are algebraic connectivity used to
enhance network resilience against centrality attacks, Spectral gap, which demonstrates the graph's resistance
to targeted attacks, to forecast robustness against node and link removals, natural connectivity has been
compared to Algebraic Connectivity using a collection of structural and random graphs. To examine Internet
topology, a Weighted Spectrum has been developed, and network criticality is a graph metric that assesses
how resilient a network is to topological changes. However, these metrics are focused on the specific type of
attack.

The diversity metric was proposed by [45] tested network. The metric provides each path with a numerical
score and ranks them according to the degree of diversification. While [46] develops a software diversity
metric to reduce security vulnerabilities against epidemic attacks (such as malware/virus propagation), it
measures for assessing network topology. This will be done while maintaining a high enough level of network
connectivity to ensure continuous service availability. However, these metrics are based on the path steps only
without considering the resources or weaknesses in the network.

Attack Difficulty metric were proposed by [47] to evaluate the attack difficulty of a certain exploit about
the location of that exploit in the attack path. While [48] modified on mean time-to-compromise metric and
adopted considering the known and zero-day vulnerabilities on the cyber components, and the frequency of
incursions through different channels is estimated. However, these metrics focus on the network's weaknesses
without considering the path or path's steps.

In our previous work, we proposed the Number of Vulnerabilities metric (NV) [25]. The NV represents
the vulnerability number in each network node that attackers could exploit to violate privilege boundaries.
This metric tries to comprehend the number of network vulnerabilities, enable the administrator to correct
them, and compare the two networks’ security of various sizes and topologies.

5.3 Composite Metrics

This section is focused on Composite metrics. In recent years, researchers have proposed many metrics
based on network resource paths and host resources. [50] proposed several composite metrics, which are Min-
Cost Target Node Security Index (MTSI), Target Node Security Index (TNSI), Intermediate Node Min-Cost
Betweenness Security Index (MBSI), Intermediate Node Betweenness Security Index (BSI), Min-Cost Source
Node Security Index (MSSI), and Source Node Security Index

TNSI assists in determining crucial nodes with a big impact and low access for an attacker, but it does not
give the whole picture. Similar to TNSI, the BSI metric measures the significance of intermediary nodes
along all attack pathways. This metric takes into account all potential attack routes from all sources to all
targets. The MTSI metric takes into account the impact of the breach as well as the least expensive attack
vector to compromise a target node. It is similar to the Security Index metric proposed in [51]. The
betweenness centrality-inspired MBSI metric emphasizes the significance of intermediary nodes as enablers
of low-cost attack pathways between source and destination nodes. While the SSI metric measures the
importance of source nodes by taking into account all minimum cost attack paths emanating from this node,
MSSI measures the relevance of source nodes by taking into account the target nodes in the system for whom
they operate as the source of a minimum cost attack; however, the author combines the attack impact on the
network and the attack cost to of the host, which does not consider to calculate the weakest path in the
network. Besides, it is very difficult to calculate the cost of each node individually, and it is time-consuming.

[52] proposes a method for calculating the target node's cumulative reachable probability using a
simplified AG. The authors proposed an attack probability (AP) metric for internal attacks. Basically, the
metric depends on the host's weight (H), which can be calculated based on location in the network, and (V),
which indicates the probability of being used vulnerability. However, the metrics do not calculate the weight
of the vulnerability.

In our previous work, we proposed two metrics which are Mean Vulnerabilities on Path (MVoP) and
Weakest Path (WP) metrics, to overcome the limitation of previous metrics [25]. The MVoP metric represents
the average vulnerabilities on the network's paths. This metric presents how much effort the attacker needed
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to break the network policy. It provides a full view for the administrator to predict the attacker's next step. At
the same time, the WP metric is like the SAP metric, but it focuses on another term, which is the path
weaknesses. The path's weaknesses do not depend only on the NV but also on the vulnerability score itself.
The vulnerability score uses the CVSS that NIST had invented. After calculating the path vulnerability score,
the score results are compared between all paths in the network to represent the WP metric.

5.4 Implemented Metrics

This section is focused on the articles that implemented and used AG security metrics. [30] presented a
paradigm for graphically assessing and modeling security for the Internet of Things. The framework is
divided into five stages: (1) data pre-processing, (2) model generation, (3) model visualization, (4) model
analysis, and (5) model update. The authors used security decision-making to select the security metrics that
will be used as input for security analysis. The security metrics that have been used are ASP, AC, Al, MTTC,
and ANC in both host and network-based. [53] presented a framework for IoT security modeling and
evaluation. An examination of two sample IoT networks is used to demonstrate the framework's advantages.
The authors used ASP, AC, Risk, and MTTC metrics for security evaluation, which are used in both host and
network-based.

[36] use a Temporal Hierarchical Attack Representation Model, which can record and analyze changes in
the security of network systems, to conduct an extensive analysis to assess the efficacy of security metrics.
Investigate the various consequences of security metrics in more detail when changes in dynamic networks
are noticed. The authors tested a few metrics: AC, Risk, ASP, and Al in both hosts and network-based with
SAP, NAP, MAPL, SDPL, MoPL, NMPL, PSS, NSS, and TNH metrics. [33] have classified attack and
defense attempts to capture the efficacy of MTD approaches and have implemented MTD techniques into a T-
HARM to model changes in the security of the dynamic networks. The authors developed some new metrics
besides using other metrics like APV and VNAP to provide comprehensive evaluation methodologies to
compare different MTD techniques.

[54] investigate the effect of change in the network on different security metrics. The authors used Risk,
AC, ASP, SDPL, MAPL, NAP, MoPL, SAP, and NMPL metrics in five different scenarios which are with the
following changes: (i) New vulnerabilities appear without being patched (ii) Vulnerabilities are patched as
they appear (iii) Introducing new hosts (i.e., hosts having vulnerabilities) (iv) Removal of existing hosts and
(v) Change the firewall rules. By taking into account both the skill level of an attacker and the causal
connection that exists between all of the vulnerabilities in the network, [55] presents a unified framework for
calculating a network's MTTC. The Continuous Time Markov (CTMC)-based model is a more
comprehensive risk analysis method component. The MTTC metric depends on both an attacker's skill level
and recognized security flaws in an organization. The NVD CVSS dataset was used to estimate the skill level
coefficients for the three types of attackers, which were then utilized to calculate the Markov model's
transition rates from one state to another.

To enhance the ability to assess the security strength of a particular network, [56] has provided a
comparative analysis of the available security metrics. They used ten different metrics to test the network
security level: SAP, NAP MPL, NMPL, SDPL, MoPL, MePL, PSM, AR, and WA. However, the case study
used presented only one configuration for a given network. A novel method of evaluating network security
under exploit attacks was proposed by [57]. The author used the CVSS metric's impact and exploitability to
measure the network's security. To analyze the security risk for platform virtualized infrastructures that are
used to create cloud services, [58] offers a unique model using Bayesian Attack Graphs (BAG). Using the
model, they evaluate different security metrics: SAP, NMPL, and SDPL.

[59] presented a novel stochastic model to measure cyber security by fusing time and probability. The
AGs and Markov Chain metrics inspired the suggested approach. The AGs and Markov Chain metrics
inspired the suggested approach. A complementary set of quantitative indicators was offered to help the
security engineer assess the current state and forecast the system's future security. [60] implement the address
space layout randomization (ASLR) technique for the node, denoted as Defense,g z. The ASLR approach
increases security by expanding the search space and is predicated on the low probability that an attacker will
guess the locations of randomly allocated sections. The authors used ASP, AC, and Al metrics to test and
evaluate the model. The model focuses on the defense against the attacker; however, the author sets the
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metrics to value statically. [61] introduced the automated defense, defense enforcement, and security
assessment for network infrastructures, which dynamically implement defenses and evaluate the network
defense capabilities before and after. They performed experiments to represent the framework's abilities and
uses on various networks. The authors measure the security level of the network before and after defense
evaluation using different metrics: Risk, NP, and ROA.

[62] introduced a graphical security model (GSM) called the Time-independent Hierarchical Attack
Representation Model (TI-HARM), which analyzes the security of several network states combined
considering the duration time of all network states and the visibility of the network components (for example,
edges). The authors implemented a few security metrics to analyze the dynamic network security. They
selected Risk and NAP metrics to analyze the security of the network. While [63] developed a GSM called
Temporal-HARM (T-HARM) to capture the network changes and investigate the network changes' effect on
the current security metrics depending on the suggested model. The authors tested several metrics: ROA,
SDPL, AC, SAP, NAP, MPL, NMPL, and MoPL.

5.5 Review and Survey

In this section, review and survey articles were included in this category to describe AG-based metrics.

[64] provide a review of the generation and analysis of the AG. The authors consider the security metrics
as an AG analysis; also, [13] provided a review paper on AG generation phases. The authors considered the
security metrics as one of the AGs used. However, the authors only reviewed a few metrics and did not
provide a classification for the metrics.

A review of general security metrics is presented by [1]. The state-of-the-art of model-based quantitative
NSMs has been thoroughly reviewed. First, a classification system and an overview of the security metrics
field have been presented. The CVSS structure was then described, providing the input for several security
metric models. It has also been shown how security metrics differ from other closely connected fields. Then, a
comprehensive and in-depth analysis of the key metric recommendations has been provided, focusing on
model-based quantitative NSMs. While [65] presents a systematic literature review of life cycle security
metrics. The study classified the metrics into eight categories and 22 sub-categories. In this paper, the authors
found 324 security metrics in general in 71 papers; however, the paper did not focus on AG-based security
metrics.

To enhance the attacking effort, [66] suggested changing the IoT network's attack surface. They create two
proactive protection mechanisms that change the topology of the IoT network using software-defined
networking (SDN). Additionally, they use a GSM and numerous simulation metrics to examine how the
security and performance change when the suggested remedies are implemented.

[67] present a comprehensive review of the quantitative network security metrics. The paper contains
categories of software, network, economic, and effective security metrics. To begin with, the authors provide
a hierarchical taxonomy for categorizing the metrics surveyed. Then a brief description of each metric
follows. The authors also discuss model-based quantitative network security metrics, which should be
noticed. Supervisory Control and Data Acquisition (SCADA) systems' security metrics and risk assessment
techniques are covered in detail in [68]. The authors discuss certain quantitative model-based measures as
well as some qualitative metrics. [69] discuss the security metrics that can be derived using HARMs to
evaluate the security of enterprise networks, Cloud, SDN, IoT, and the effectiveness of defense mechanisms.

6 Analysis of Results

This section analyzes the results of the systematic review. In response to the RQs, we review the chosen
articles in Section 5.1 before introducing a comparison of the articles in Section 5.2.
6.1 Overview of Selected Study

As we can see in Figure 6, 52% of the articles were found in ScienceDirect, 28% in IEEE, 17% in Scopus
and 3% in WoS. There were 804 papers in all databases. A total of 365 papers were discovered to be
replicated across the databases after applying the first filter, which involved removing duplicates. In the
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second filter, unrelated papers were disregarded by scanning titles and abstracts. Of the 439 papers, 393
papers were not related, whereas 64 papers used AG-based security metrics.

NUMBER OF PAPERS

[CATEGOR
Y NAME]
[PERCENT
AGE]

WoS
3%

Fig 6. The percentage of articles based on the databases

6.2 Research Objective

The review process of the selected articles on AG-based security metrics is covered in Section 4 within
three main categories proposed, implemented, and review articles. The analytical and statistical reports of the
research questions are presented based on the plan in Section 2.1, as follows:

RQ3: Which type of classification in research can be applied for AG-based security metrics?

The AG-based security metrics fell into three categories which are Host, Network, and Composite-based
security metrics as shown in Figure 7. The number of metrics found is (60) AG-based metrics, where (13)
metrics in host-based, (38) metrics are network-based, and (9) are composite-based metrics.

Metric Classification

B Host based ™ Network Based B Composite

Fig 7. Metrics classifications
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The host-based metrics are divided into two types which are without and with probability-based metrics,
as mentioned in Figure 3. For those without probability-based metrics, we found (3) metrics while for those
with probability-based metrics, we found (10) metrics. At the same time, the network-based metrics are
divided into two types as well which are path-based metrics and non-path-based metrics. For path-based
metrics, we found (22) metrics, while for non-path-based metrics, we found (16) metrics. For the last
category, which is composite-based metrics, we found only (9) metrics, as shown in Figure 8.

25

20

15

10

wv

: [

Path Non-Path With Without Composite
Probability ~ Probability

Fig 8. Number of metrics based on each category

6.3 Limitation

Despite many advantages of AG security metrics, they also have several major limitations. All these
limitations can be used as a new direction for a new study to enhance the AG-based metrics, which will lead
to the improved measuring of the security level. This section provides answers to RQ 3.

RQS5: What are the open issues and future trends of AG-based security metrics?

These limitations will be demonstrated in the following:

- Misleading Results

Most of the path metrics provide misleading results [1]. For example, two networks have the same number
of paths; according to NAP, both networks have the same level of security, which is inaccurate because they
did not consider the efforts of the attacks. Besides, most metrics depend on the arithmetic mean; it might not
record some changes in the network's security level [1]. Also, the metrics did not consider the relationships
between the system components, vulnerabilities, and configurations [64].

- The difficulty of applying the metrics

Many approaches are proposed and use the metrics in the literature; however, it might be difficult to
determine whether they are applicable in a particular situation and how to use them. Future research should
presumably concentrate on creating a strong theoretical framework, empirical research, and systematically
enhancing current methods [70]. Besides, the metrics did not provide solutions or recommendations for
improvements [25]. Also, it is difficult to apply the metrics with different network characteristics; the network
may have a variety of topologies or a combination of topologies, making it complex.

- Scalability

To apply the metrics, I require a long time to calculate the metrics. For example, to calculate the SAP in
the network, the researchers need to identify all paths in the network before calculating the shortest path based
on the steps needed to reach the target, which requires a long time to identify large networks. Another
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example is calculating the change in the IP shift; the researchers need to collect the network information and
then calculate the changes; this procedure requires a long time to finish.

7 Conclusion

Security metrics are one of the important research directions for measuring and improving network
security levels. Research efforts in this field are continuously growing. However, important representations
and limitations are still thought to be ambiguous. Developing knowledge and insights in this field is
considered in this study. This study intends to add to such understanding and knowledge by reviewing and
arranging applicable research exertions. This paper's previous articles are divided into three parts; proposed
metrics, implemented metrics, and review. In this study, we discovered difficulties, and problems and
provided various recommendations to identify existing and possible limitations in current AG security
metrics. Furthermore, this work has examined the current metrics' weaknesses, which can be used for future
research studies.
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