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Abstract. The main trends of digital economy transformation are the 
development of end-to-end technologies, in particular, artificial intelli-
gence, cloud computing and the Internet of Things. The concept of the 
Industrial Internet of Things is aimed at increasing the efficiency of in-
dustrial and economic processes through automation and robotization of 
various spheres of activity. In this regard, the topic of the research that is 
devoted to the economic and legal aspects of the development of the 
Industrial Internet of Things in Russia and China is even more relevant. 
The article tackled the issue of in-depth economic analysis and legal 
regulation of the Industrial Internet of Things in Russia; the following 
theoretical provisions of the concept of the Industrial Internet of Things are 
developed - distinguishing the concepts of the Internet of Things and the 
Industrial Internet of Things, analyzing the key principles of the concept of 
the Internet of Things, identifying positive consequences and negative 
factors inhibiting the application of the Industrial Internet of Things, 
developing a model of the principles and levels of functioning of the 
Industrial Internet of Things, as well as an algorithm for making IIoT 
decisions, feasibility study of the business idea of building a Data Centre in 
the Russian Federation and in China, and the algorithm for assessing the 
level of “digital maturity” of Russian regions was specified. The results of 
the study may be useful for IT experts, specialists in economic analysis of 
private law, as well as for public authorities in the framework of 
implementing the priority national projects and programs for digital 
transformation of the Russian economy. 

1 Introduction 

The key areas of digital transformation of the Russian economy are the development of 
end-to-end technologies in the IT sector, increasing the amount of scientific research results 
as part of the rationalizing the algorithms of artificial intelligence and the global Internet of 
things, including the Industrial Internet of Things sector. The results of this scientific study 
show that by the beginning of 2024, the number of Russian companies using IIoT will be 
about 30 % (Industrial Internet of Things in Russia and the World. URL: 
https://future2day.ru/IioT/ (12.04.2024)).  
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The main positive-impact factors for the development of the Industrial Internet of 
Things (IIoT) are the widespread use and large-scale prospects for implementing the IIoT 
network in virtually all spheres of activity, encouraging a constant and steady growth of the 
need for the latest information technologies, government support for the development of 
federal mobile operators, accumulating the practical interaction with transnational 
corporations and the application of global experience, and an urgent need for new solutions 
for comprehensive cybersecurity of the real and virtual sectors of the Russian economy. 
The factors that hinder the growth of the Industrial Internet of Things in Russia are the 
highest competition at the global level, the imposition of anti-Russian sanctions, the use of 
outdated technologies, the negative impact on the planet’s ecosystem; unstable economic 
conditions, lack of investment resources and highly qualified IT specialists; geographical 
and natural factors, etc.  

Today, the application of IoT tools is the main vector of development of the digital 
economy. The objective of the Internet of Things concept is to increase the efficiency of 
economic and production processes through automation and robotization tools in various 
areas [1-12]. In view of the above, the topic of this study becomes even more relevant. The 
purpose of the study is an economic and legal analysis of the development of the Industrial 
Internet of Things in Russia and China. The main methodological tool is using a symbiosis 
of economic and legal sciences in connection with the multidimensionality of the concept 
of the Industrial Internet of Things, including legal, economic, organizational and other 
measures. 

Academic novelty: developing the theoretical provisions of the concept of the Industrial 
Internet of Things (IIoT), in particular, the distinction between the concepts of the Internet 
of Things (IoT) and the Industrial Internet of Things (IIoT), analysing the key principles of 
the concept of the Internet of Things, identifying positive consequences and negative 
deterrents of using the IIot , developing a model of principles and levels of functioning of 
the Industrial Internet of Things (IIoT), developing an algorithm for making IIoT decisions, 
feasibility study of a business idea for developing and implementing a Data centre in the 
Russian Federation, comparative legal analysis of the current regulation of the Industrial 
Internet of Things at the federal level, specifying the methodology for assessing the level of 
“digital maturity” of Russian regions.  

It is concluded that the application of Industrial Internet of Things capabilities by 
domestic companies in their operation allows implementing innovative digital 
transformation of production and socio-economic processes that excludes human 
participation in a certain part of technological operations and allows significant 
improvement of the efficiency of the Russian economy. 

2 Materials and methods 

A number of regulatory documents are devoted to the problems of regulating the Industrial 
Internet of Things. For example, the Strategy of the Information Society Development in 
the Russian Federation for 2017-2030 designates the development of the Internet of Things 
and the Industrial Internet of Things as one of the main trends for the development of 
Russian information and communication technologies, as well as the technological 
foundation for the development of the social sphere (paragraphs 36, 41) (Decree of the 
President of the Russian Federation No. 203 “On the Strategy of the Information Society 
Development in the Russian Federation for 2017–2030” of May 9, 2017 URL: 
www.pravo.gov.ru (25.05.2024)). 

The National Program “Digital Economy of the Russian Federation” provides for the 
development of measures to build narrowband wireless communication networks “Internet 
of Things” throughout Russia, as well as requirements for industrial Internet operators and 

2

BIO Web of Conferences 138, 02018 (2024)	 https://doi.org/10.1051/bioconf/202413802018
AQUACULTURE 2024

RETRACTED



The main positive-impact factors for the development of the Industrial Internet of 
Things (IIoT) are the widespread use and large-scale prospects for implementing the IIoT 
network in virtually all spheres of activity, encouraging a constant and steady growth of the 
need for the latest information technologies, government support for the development of 
federal mobile operators, accumulating the practical interaction with transnational 
corporations and the application of global experience, and an urgent need for new solutions 
for comprehensive cybersecurity of the real and virtual sectors of the Russian economy. 
The factors that hinder the growth of the Industrial Internet of Things in Russia are the 
highest competition at the global level, the imposition of anti-Russian sanctions, the use of 
outdated technologies, the negative impact on the planet’s ecosystem; unstable economic 
conditions, lack of investment resources and highly qualified IT specialists; geographical 
and natural factors, etc.  

Today, the application of IoT tools is the main vector of development of the digital 
economy. The objective of the Internet of Things concept is to increase the efficiency of 
economic and production processes through automation and robotization tools in various 
areas [1-12]. In view of the above, the topic of this study becomes even more relevant. The 
purpose of the study is an economic and legal analysis of the development of the Industrial 
Internet of Things in Russia and China. The main methodological tool is using a symbiosis 
of economic and legal sciences in connection with the multidimensionality of the concept 
of the Industrial Internet of Things, including legal, economic, organizational and other 
measures. 

Academic novelty: developing the theoretical provisions of the concept of the Industrial 
Internet of Things (IIoT), in particular, the distinction between the concepts of the Internet 
of Things (IoT) and the Industrial Internet of Things (IIoT), analysing the key principles of 
the concept of the Internet of Things, identifying positive consequences and negative 
deterrents of using the IIot , developing a model of principles and levels of functioning of 
the Industrial Internet of Things (IIoT), developing an algorithm for making IIoT decisions, 
feasibility study of a business idea for developing and implementing a Data centre in the 
Russian Federation, comparative legal analysis of the current regulation of the Industrial 
Internet of Things at the federal level, specifying the methodology for assessing the level of 
“digital maturity” of Russian regions.  

It is concluded that the application of Industrial Internet of Things capabilities by 
domestic companies in their operation allows implementing innovative digital 
transformation of production and socio-economic processes that excludes human 
participation in a certain part of technological operations and allows significant 
improvement of the efficiency of the Russian economy. 

2 Materials and methods 

A number of regulatory documents are devoted to the problems of regulating the Industrial 
Internet of Things. For example, the Strategy of the Information Society Development in 
the Russian Federation for 2017-2030 designates the development of the Internet of Things 
and the Industrial Internet of Things as one of the main trends for the development of 
Russian information and communication technologies, as well as the technological 
foundation for the development of the social sphere (paragraphs 36, 41) (Decree of the 
President of the Russian Federation No. 203 “On the Strategy of the Information Society 
Development in the Russian Federation for 2017–2030” of May 9, 2017 URL: 
www.pravo.gov.ru (25.05.2024)). 

The National Program “Digital Economy of the Russian Federation” provides for the 
development of measures to build narrowband wireless communication networks “Internet 
of Things” throughout Russia, as well as requirements for industrial Internet operators and 

security standards for Internet of Things systems [13, 14]. As part of the implementation of 
this program, the “Concept for the construction and development of narrowband wireless 
communication networks of the Internet of Things was adopted in order to create and 
develop a market for communication services” (Order of the Ministry of Digital 
Development, Communications and Mass Media of the Russian Federation No. 113 “On 
approval of the Concept for the construction and development of narrowband wireless 
communication networks of the Internet of Things on the territory of the Russian 
Federation” dated March 29, 2019. URL: https://base.garant.ru/72213754 (25.05.2024)). 
Strategic aspects of the implementation of the Industrial Internet of Things are highlighted 
in one of seven roadmaps for the development of end-to-end digital technologies in Russia 
until 2024 (Order of the Government of the Russian Federation No. 482-r “On approval of 
the action plan (“road map”) to improve legislation and eliminate administrative barriers in 
order to ensure the implementation of the national technological initiative in the direction of 
“Technet” (advanced production technologies)” (amended and restated) dated March 23, 
2018. URL: www.pravo.gov.ru (26.05.2024)). 

In order to ensure the compatibility of products and technologies used in the Industrial 
Internet of Things, since 2019, the Federal Agency for Technical Regulation and Metrology 
(Rosstandart) has approved over 30 preliminary national standards for Internet of Things 
technologies, sensor networks, Industrial Internet of Things, smart manufacturing, smart 
cities, etc. In March 2022, after completing a three-year pilot project, the first national 
standard in the field of the Internet of Things was approved (National standard GOST R 
70036–2022 “Information technologies. Internet of Things. Wireless data transmission 
protocol based on narrowband radio signal modulation (NB-Fi)", approved by Order No. 
118-st of March 5, 2022. URL: https://base.garant.ru/404521594/ (25.05.2024)). 

In global practice, the standards for the regulation of the Industrial Internet of Things 
are developed by the International Organization for Standardization (ISO) and the 
International Electrotechnical Commission (IEC). In December 2019, with the participation 
of Russia, an international standard of smart city indicators was approved; in February 2022 
- a standard in the field of the Industrial Internet of Things (the first standard of digital 
technologies developed by the Russian Federation) (Cyber-physical systems. URL: 
http://tc194.ru/ (25.05.2024)). 

Based on the analysis of the Federal Laws “On General Principles of Organization of 
Public Power in the Constituent Entities of the Russian Federation (Federal Law No. 414-
FZ “On the general principles of the organization of public power in the constituent entities 
of the Russian Federation” of December 21, 2021 (amended and restated). URL: 
https://base.garant.ru/403266160/ (25.05.2024)) and “On Industrial Policy in the Russian 
Federation” it can be concluded that industrial policy is a subject of joint jurisdiction of the 
Russian Federation and the subjects of the Russian Federation (The Ministry of Industry 
and Trade of Russia and the Internet of Things Association signed a cooperation agreement. 
URL: https://iotas.ru/media/news_aiv/1204 (16.05.2022)). Regulation of the Industrial 
Internet of Things is part of state regulation of industrial policy. In this regard, the basis for 
public authorities at all levels of the formation and implementation of regional industrial 
policy is the Federal Law “On Industrial Policy in the Russian Federation”. 

So, pursuant to Clause 145, Part 1, Article 44 of the Federal Law No. 414-FZ of 
December 21, 2021, the powers of government bodies of a constituent entity of the Russian 
Federation on subjects of joint jurisdiction include participating in the implementation of 
industrial policy, which makes it possible to highlight the regulatory powers of a 
constituent entity of the Russian Federation within the framework of this function, in 
particular: establishing incentive measures for the activity in the industrial sector that are 
carried out at the expense of the budgets of the constituent entities of the Russian 
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Federation, as well as establishing additional requirements for industrial parks, industrial 
technology parks, industrial clusters and their infrastructure organizations. 

Article 2 of the Federal Law “On Industrial Policy in the Russian Federation” (Federal 
Law No. 488-FZ “On Industrial Policy in the Russian Federation” of December 31, 2014 
(amended and restated). URL: https://base.garant.ru/70833138/ (25.05.2024)) also 
“includes laws and other regulations and statutory instruments of the constituent entities of 
the Russian Federation in the system of legal regulation in the field of industrial policy”. 
Article 5 states that government bodies of “the constituent entities of the Russian 
Federation participate in the formation of the country’s industrial policy and its 
implementation”. Article 7 lists “the powers of regional bodies in the field of industrial 
policy”. 

Most constituent entities of the Russian Federation have adopted, as part of the 
implementation of this federal law, regional laws on industrial policy (Docs.cntd.ru – 
electronic fund of laws, regulations and technical standards and information of the Codex 
Consortium. URL: 
https://docs.cntd.ru/search?q=закон%20о%20промышленной%20политике&tab=4 // 
(23.08.2022)). They specify the peculiarities of implementing industrial policy in a given 
subject of the Russian Federation or on the territory of a given subject.  

Analyzing the current federal and regional laws allows drawing the following 
conclusions: 

1. The objective of the state regulation of the IIoT is to develop the information society, 
digital economy, communication services, technical regulation, and to modernize the 
industrial policy. However, a systematic approach to regulation should be applied in order 
to harmonize a number of strategic planning documents, as well as to develop a concept for 
the development and regulation of the industrial Internet of things.  

2. Strategic planning documents in the field of the economy, information society and 
industry indirectly mention activities that contribute to developing a number of digital 
technologies. Digital technologies are developing rapidly, which leads to a lag in statutory 
regulation. There is no systematic control and timely adjustment of these documents taking 
into account technology developments.  

3. Statutory regulation of the industry within constituent entities of Russia can be 
carried out towards establishing measures to stimulate the activities of industrial companies 
and additional requirements for specialized industrial entities. 

Thus, the constituent entities of Russia have the authority to include in regulations 
incentive measures for enterprises implementing Industrial Internet technologies, the 
introduction of this technology as a condition of incentives or a mandatory requirement 
when creating new industrial parks, technology parks and clusters.  

4. Private law regulation of the Industrial Internet of Things suggests the need for 
further scientific research in the following areas: defining the Industrial Internet of Things 
as an object of civil law rights, distinguishing it from related objects that are a product of 
digitalization (for example, Big Data), developing legal regulation of intellectual relations, 
since IIoT is linked to using the results of intellectual activity (which can be computer 
programs or an information and communication complex as a single technology). This is 
not a complete list of research tasks that representatives of modern civil jurisprudence face 
in studying the legal phenomenon of the Industrial Internet of Things. 

 According to Machina Research agency estimates, by 2025, the global Industrial 
Internet of Things market will reach over $485 billion per year. This will amount to over 
11 % of the total Internet of Things volume. In this paper, the Internet of Things is 
understood as a system of a set of interconnected equipment (sensors, sensors, devices and 
other “things”) united by wired and wireless communication channels connected to the 
Internet, which integrates the real world of technological, industrial and economic 
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processes with the virtual world of innovative “smart” devices, computers, machines and 
artificial intelligence algorithms, and other equipment [14].  

The concept of the Internet of Things is the application of computing networks of 
physical equipment (things) equipped with built-in IT-technologies and capabilities to 
realize interaction between things and with the external environment in order to exchange 
information in real time and influence the ongoing processes without human participation 
[1]. The Internet of Things in Russia is the foundation and element in the production 
sphere, business processes, socio-economic sphere.  

 The Industrial Internet of Things (IIoT) is a complex system that provides automatic 
control of production and economic processes of companies via the World Wide Web on 
the basis of automated and robotic algorithms with the help of artificial intelligence (AI)-
based software. Table 1 summarizes the key principles of implementing the concept of the 
Industrial Internet of Things and the formation of big databases (Big Data). 

Table 1. Key principles for implementing the concept of the Industrial Internet of Things and creating 
data centres. Source: developed by the authors based on [9, 13, 14]. 

Principle Description Positive consequences of use 

First 
Collection, processing, 

storage and analysis of big 
data 

Reduce human labour, increase 
productivity, reduce errors 

Second Saving resources and energy Cost reduction 

Third Possibilities for remote use 
of IIoT equipment 

Use in places and conditions that are 
difficult for humans to reach 

 
The positive results of incorporating IIoT-technologies in the operations of Russian 

companies are [1, 5, 11, 12]:  
1. Round-the-clock real-time monitoring of companies’ operations.  
2. Total automation and robotization of production processes [7, 12].  
3. Remote management of companies involving a minimum number of employees with 

the maximum possible efficiency.  
4. Elimination of the influence of the “human” subjective factor.  
5. Applying robots and artificial intelligence algorithms capabilities in order to attract 

and retain customers in 24/7 mode [12].  
6. Effective search for customers and consumers of products by intention and purpose, 

using the principle of multi-channel marketing and effective promotion channels [9].  
7. Transparency of making investments and return on capital investments for the 

company. 
8. Comprehensive protection of information stored on a remote “cloud” server.  
9. High mobility and data transfer speed with the use of fifth generation networks. 
10. Instant access to information about the company for management decision makers.  
11. Automatic forecasting and calculation of company indicators (e.g., efficiency factor, 

production capacity, useful life of equipment, condition and efficiency of machines and 
mechanisms, etc.).  

12. Constant monitoring of information flows in the Internet (including, for example, 
management of the company's reputation, assessment of product quality, effectiveness of 
advertising campaigns, etc.).  

Table 2 presents the principles and levels of functioning of the Industrial Internet of 
Things (IIoT). 
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Table 2. Principles of the Industrial Internet of Things (IIoT). Source: developed by the authors based 
on [3, 5, 8]. 

Level Description Comment 
First Data collection Collecting data from various IIoT devices 

Second Data transfer Data transfer between devices and to a 
central server 

Third Big Data Storage Processing and storing data in the form of 
information 

Fourth 
Processing and 
presentation of 

collected information 

Visualization of Big Data in a human-
readable form 

Fifth Adopting IoT solutions Graphical interfaces for human or artificial 
intelligence decision making 

 
The main trends in the development of the Industrial Internet of Things in Russia are:  
1. A cardinal paradigm shift in Russia's economic development;  
2. Tremendous growth in the volume and speed of data transmission; 
3. Modification of mobile communication technologies from 2G to 6G [10];  
4. Development and construction of new IT-objects for data storage (Data-centres);  
5. Abandoning the principles of local installations, transferring information systems to 

cloud technology, ensuring the reliability of source data;  
6. Increasing the level of cybersecurity as one of the most important aspects of reliable 

solutions in the field of the Internet of Things;  
7. Analysing and segmenting a single source database.  
The obtained trend lines allow forecasting the amount of equipment united in Russia by 

2028 – 400-420 million units of “things”. This forecast is confirmed by experts’ estimates 
[6]. 

Table 3 presents the main consequences of the current application of IIoT-platforms in 
the Russian Federation.  

Table 3. Key Achievements of Industrial Internet of Things Applications by 2024. Source: developed 
by the authors based on: Industrial Internet of Things in Russia and the World. URL: 

https://future2day.ru/IioT/ (13.04.2024). 

Factors Results Factors 
Improving the reliability 

and accessibility of 
information and data in all 

areas and directions 

 
Formation of industry 

orders 

 
Further development of 

information technologies 

Improvement of logistics 
chains and transportation 

activities 

 
Industrial Internet of 

Things 

Creating a unified platform 
for production and business 

process management 
Transition to standardized 

industry models and 
performance evaluation 

criteria 

Creating analytical products 
market, independence from 
analytical platform service 

provider 
Risk assessment and 

management based on 
computer modelling 

 
Increase in the level of 

robotization 
 

Reducing the price of 
resources 

Accumulation of industry 
experience 

 
Reducing the level of man-

made threats 
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The main areas of implementing the Industrial Internet of Things in Russia are 
transportation, cybersecurity of companies, financial sphere, aviation and aircraft 
construction, remote monitoring and predicative diagnostics, energy saving and housing 
and utilities systems, Smart City systems, medicine and healthcare, scientific developments 
in the field of artificial intelligence, etc. [15]. 

3 Results and discussion  

On April 4, 2021, the Government of the Russian Federation updated the methodology for 
assessing the performance of governors, one of the key indicators of which is the region’s 
“digital maturity”. 

Digital maturity is the level (index) of digitalization of regional executive authorities 
and local self-government, as well as organizations and institutions in the fields of 
education, healthcare, construction and housing and communal services, public transport, 
based exclusively on domestic IT solutions [7]. The Government Decree contains the 
growth dynamics of this target indicator for Russian regions. 

The calculation of the region’s “digital maturity” index can be made in accordance with 
the methodology approved by the Government of the Russian Federation (Decree of the 
Government of the Russian Federation No. 542 dated April 3, 2021).  

This methodology is allows highlighting the impact of digital decisions adopted at the 
level of government and private business.   

The “digital maturity” index of i-th each individual industry can be calculated according 
to the following formula:  

 
            T1  n 
           ∑ [∑ (Ij

β / βj)] 100% 
 Iij =      T0   

j                                           ,                      (1) 
 

                       n  
 
where Ij

β – actual value of each β-indicator of the “digital maturity” indicator of the j-th 
industry in the interval (T0–T1), here (1 < β ≤ n), %;  

βj – target value of the β-indicator of the j-th industry in a specific period of time in the 
interval (T0-T1) in accordance with the methodology of the Government of the Russian 
Federation, %; 

n – number of indicators included in the “digital maturity” index of the j-th industry in 
the interval (T0 –T1). 

The following factors should be considered when calculating the Ig “digital maturity” 
index:  

 1) the amount of budget funding for the implementation and application of digital 
solutions; 

2) the number of public employees who use information and communication (digital) 
technologies [9]; 

3) performance indicators of industries, including the industrial and financial sectors, 
services, energy, agriculture, public administration, healthcare, education, etc.  

The set of factors is determined by the principle of expediency and depends on the 
specific characteristics of a stage of digital development. These factors can be assessed 
using various methods of expert assessments, which make it possible to obtain agreed 
parameters based on a point scale [4]. By 2030, the region’s “digital maturity” should be 
100 % [7].   
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To calculate the actual values of Ij
β, the number of indicators n may vary, but to ensure 

comparability of indices for different regions, the list of industries should be the same. The 
list of indicators assessing the degree of achievement of the indicator “digital maturity” of 
the region of organizations in various spheres, as well as public authorities of the 
constituent entities of the Russian Federation, local governments that use domestic 
information technology solutions, is given in the Annex to the methodology of the 
Government of the Russian Federation.  

According to the existing methodology, in our opinion, the following levels of “digital 
maturity” of the region can be defined, which are presented in Table 4.  
Table 4. Scale of levels of “digital maturity” of the Russian Federation region. Source: developed by 

the authors based on: [7, 14]. 

No. Range of “digital maturity” values, 
Irdm, % 

Digital maturity level of the region 

1 96-100 Very high 
2 76-95 High 
3 50-75 Fairly high 
4 26-49 Medium 
5 11-25 Low 
6 0-10 Critically low 

 
The authors specify the algorithm of decision-making by Russian companies within the 

framework of the Industrial Internet of Things concept realization (see Table 5).  

Table 5. Algorithm of decision-making by Russian companies in the IIoT space. Source: developed 
by the authors based on: 2M Center Company: М2М-service – IoT for your business. URL: 

https://center2m.ru/ (14.04.2024); [13, 15]. 

Stage 
 Algorithm stage Specifics Notes 

First 

Defining the list of IIoT 
equipment: devices, 

sensors and sensors in the 
IIoT space 

Use of hundreds of thousands of 
devices and sensors, need for 

maintenance, software updates 

It is advisable to establish a 
Unified Control Center for 

continuous real-time 
monitoring of the devices’ 

operation 

Second 

Ensuring technical and 
information 

interconnection between 
IIoT equipment 

Selection of the Federal mobile 
operator, formation of Big Data 

Over a quarter of IIoT 
devices will be connected 

via eSIM by the end of 2025 

Third 

Application of machine-
to-machine technology 

M2M (Machine-to-
Machine) 

Using Data Billing Feature 

Turning on, connecting, 
grouping, receiving data, 

changing the mobile tariff, 
blocking, etc. 

Fourth Formation of Big Data 
storage platforms 

Implementation of analytics, 
ensuring cybersecurity of data 

and companies in general, 
improving the skills of Russian 

IT specialists 

Operation of more than 300 
platforms for collecting, 
processing, storing and 
visualizing information 

Fifth 
Implementation of 

domestic applications and 
services 

Development of specific 
applications to solve individual 

problems of companies 

Formation of various digital 
ecological systems 

Sixth 
Technological and 

technical support for IoT 
solutions 

Applying the “device to 
platform” principle 

Development of a network 
of Russian aggregator 

companies 

Seventh Integration of Russian 
companies 

Application of IoT integrators 
specializing in certain areas 
(transport, energy, logistics) 

Conducting expertise in 
cross-industry projects 

Eighth Assessment of socio-
economic efficiency 

Construction of dynamic 
economic-mathematical and 

simulation models, application of 
expert assessments 

Development of clarifying 
recommendations and 

measures 
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The main trends in the development of the Internet of Things infrastructure segment in 
the Russian Federation in 2022 are the cloud services market due to the growing demand 
for cloud services and computing from Russian companies, the movement of users to 
Russian services and the implementation of national projects, the growth in the number of 
domains in the .RF zone against the background of a decrease in the number of domains in 
the .RU zone. 

The overall reduction in the growth of the Industrial Internet of Things sector in 2022 is 
due to the following factors:  

1) the need for total reformatting of technological processes;  
2) the inevitability of adaptation to new tools and technological solutions;  
3) expediency of investing in the processes of forming new requirements;  
4) lack of competitive Russian analogs for a number of technological solutions;  
5) change of approaches in the processes of state regulation of the advertising sphere 

and the content created. 
 According to estimates by the Russian Association of Electrical Companies (RAEC), in 

2023, the integral volume of the Russian Industrial Internet of Things market increased by 
29 % and amounted to approximately RUB 16 trillion. 

As part of solving the problem of developing and constructing new information 
facilities for organizing the collection and storage of big data, as well as the use of cloud 
technologies, the authors of this study substantiated the business idea of creating a Data 
Center (Big Data Storage and Processing Centre). In the current economic conditions, a 
data processing centre (DPC) is one of the specific types of real estate for placing server 
and network equipment, as well as connecting subscribers to global Internet channels. In 
the current economic conditions Data processing centres (DPCs) are one of the specific 
types of real estate for placing server and network equipment, as well as connecting 
subscribers to global Internet channels. It should be noted that in the conditions of digital 
transformation and development of digital economy Data centres are necessary information 
tools, without which large Russian high-tech companies cannot effectively operate.  

The main business idea is to lease production facilities to IT giants and flagships of the 
IT industry; as a result, Data Centres benefit from the growth trend of the digital economy, 
in particular, due to the development of cloud computing, social networks, artificial 
intelligence algorithms, e-commerce and online video sphere. The most striking examples 
are such foreign companies as Google, Microsoft, etc. 

Table 6 summarizes the main risks that may arise during the implementation of this 
business idea.  

Table 6. The main risks when implementing the business idea of creating a Data centre. Source: 
developed by the authors based on: [7, 13, 14]. 

No. Risk Description Comment 

1 High investment costs 

The amount of one-time capital investment 
depends on technical capabilities, 

requirements and expectations. As a rule, 
payback period is 1-1.5 years, number of 

service personnel 

In April 2021, Google 
launched a Data Centre with an 

area of over 15,000 m2. The 
investment amounted to over 

USD 600 million 

2 
Finding a location, the 
need to remodel and 
repair the premises 

Compliance with rather strict requirements 
for capacity, contracting terms, technical 

characteristics of the premises, cleanliness 
of the premises, availability of air 

conditioners 

The process of finding a 
location and concluding a lease 
agreement can take more than 

one year 

3 Qualification of technical 
staff 

High demand for engineers and architects 
of information systems 

Need to have accumulated 
practical experience 

4 Need for huge energy 
capacities 

Possibility to connect electricity with 
capacity from 300 kW (for a small data 

centre) and up to 600 kW for a data centre 
with 60 server racks 

Total capacity of air 
conditioners - at least 150 kW. 
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It should be noted that the average cost of renting one server cabinet in Ekaterinburg 
varies from RUB 3,000 to 5,000, renting a rack - from RUB 30,000 (compared to RUB 
110,000 in Moscow). In our opinion, it is most profitable for a data centre owner to sell a 
third or half of the power of a server cabinet at prices that are more favourable and 
affordable to the consumer. When implementing this business idea, current expenses 
include the cost of paying for an Internet channel, the cost of electricity, the cost of paying 
staff, logistics costs, the cost of maintenance and modernization of equipment, etc. Practice 
shows that on average, projects for 60 server cabinets pay off in 1-2 years, depending on 
the server load and launch conditions.  

An example of a realistically feasible business idea for creating a Data Centre using new 
technologies is China. China’s Highlander, together with the Chinese government, has 
begun construction of the world’s first underwater commercial big data storage facility 
(Hainan launches the world’s first commercial underwater ocean data storage center. URL: 
https://tass.ru/obschestvo/17447133 (15.04.2024)). The first newly designed block, 
weighing 1,300 tons, was immersed in the sea to a depth of over 35 meters near the 
southern island of Hainan. In general, the Data Centre design will consist of 100 similar 
blocks. It is known that the total volume of investment resources in construction will be 
about USD 879 million. According to the project, each data storage module will be capable 
of processing over 4 million high-resolution images every 30 seconds. The estimated 
capacity of the Data Centre is comparable to the performance of over 60,000 conventional 
computers. It is expected that the useful life of the modules will be 25 years, the total area 
of the Data Centre is 68,000 m2. The main advantage of this Data Centre is the ability to 
use the seabed. According to experts’ forecasts, this project will use 122 million kWh less 
electricity compared to the ground complex, fresh water savings will be over 105,000 tons 
per year, thus significantly reducing operating costs (China has begun installation of the 
world’s first underwater data center. URL: 
https://www.rbc.ru/life/news/656452c99a79473cc6e14a70 (16.04.2024)).  

To date, the proportion of 5G fifth-generation Internet application in China’s industrial 
sector is over 60 %. In 2021, China had over 1,800 “5G+industrial Internet” projects under 
construction in over 20 sectors of the national economy of China; there are over 100 
industrial Internet platforms with more than 76 million equipment connected thereto. In 
2021, China ranks second in the world in terms of digital economy in value terms (over 
USD 6.5 trillion) (China is developing “5G + industrial Internet” projects. URL: 
https://rg.ru/2022/11/16/kitaj-razvivaet-proekty-5g-promyshlennyj-internet.html 
(26.05.2024)).  

In March 2024, China-based China Mobile, the largest mobile operator in China and the 
world, launched the first commercial 5G-A (5G-Advanced) network [10]. This is the latest 
fifth generation mobile communications standard, also known as 5.5G. This technology 
significantly improves the characteristics of the 5G communication generation, in 
particular, increasing the data transfer rate to 10 Gbit/s and the possibility of using not only 
ground base stations, but also spacecraft. According to forecasts, the number of 5G base 
ground stations per 10,000 people should be at least 30.  

5G-Advanced technology makes it possible to increase the accuracy of object 
positioning in order to improve the operation of unmanned vehicles, autonomous robots, 
etc. In addition, the energy efficiency of using artificial intelligence and machine learning 
algorithms increases. 

The first smartphones compatible with 5G-Advanced technology were released in China 
- these are Oppo Find X7 series phones. It is planned that by March 2025 the number of 
compatible Chinese-made devices will exceed 20 models. Since March 2024, 5.5G network 
coverage has been expanded to more than 300 of the largest Chinese cities (Beijing, 
Shanghai, Guangzhou). By the end of 2024, over half mobile connections will use fifth 
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world, launched the first commercial 5G-A (5G-Advanced) network [10]. This is the latest 
fifth generation mobile communications standard, also known as 5.5G. This technology 
significantly improves the characteristics of the 5G communication generation, in 
particular, increasing the data transfer rate to 10 Gbit/s and the possibility of using not only 
ground base stations, but also spacecraft. According to forecasts, the number of 5G base 
ground stations per 10,000 people should be at least 30.  

5G-Advanced technology makes it possible to increase the accuracy of object 
positioning in order to improve the operation of unmanned vehicles, autonomous robots, 
etc. In addition, the energy efficiency of using artificial intelligence and machine learning 
algorithms increases. 

The first smartphones compatible with 5G-Advanced technology were released in China 
- these are Oppo Find X7 series phones. It is planned that by March 2025 the number of 
compatible Chinese-made devices will exceed 20 models. Since March 2024, 5.5G network 
coverage has been expanded to more than 300 of the largest Chinese cities (Beijing, 
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generation networks. The contribution of the fifth generation Internet of Things to China’s 
GDP by 2030 will be over USD 260 billion, and the number of 5G connections will be over 
1.6 billion. By 2030, the penetration of fifth generation networks will be over 90 %. 

4 Conclusion  

As a main conclusion, it should be stated that China is currently one of the leaders in terms 
of the volume of digital economy in the world, including the implementation of projects to 
develop the fifth-generation Industrial Internet of Things. In 2024, China will launch the 
world’s first commercial 5.5G network. It is expected that by 2030, the connectivity 
volume of the fifth-generation Internet of Things will account for more than 90 % of all 
devices, which will put China at the forefront and make it a leader in terms of fifth-
generation mobile network development. Today, China is in full swing in developing and 
implementing measures to promote the high-quality development of the industrial internet 
in five priority areas: networks, platforms, security, labelling and big data.  

  As a result of the research, the main trends and key directions for the development of 
the Industrial Internet of Things in Russia can be identified: first, the IT segment, which is 
the main component of the creation of domestic software and the integration of all physical 
objects (things) connected to the network; second, communication services that use the 
latest technological solutions of new generation 5G networks and provide full technical 
support for interaction; third, the development of predictive diagnostics in various fields 
and industries; fourth, the implementation of the Smart City and Smart House concepts; 
fifth, the implementation of scientific developments in the field of artificial intelligence and 
autonomous robotics.  

 The key driver of the concept of the Industrial Internet of Things in Russia is the 
prospect of increasing the efficiency of production, technological and business processes 
against the background of a decrease in the overall volume of capital investments. The 
technologies under consideration will increase equipment productivity, reduce maintenance 
costs, downtime, equipment failures, improve forecasting procedures, etc.  

The main risks of using the Industrial Internet of Things in Russia include the 
emergence of tools that identify “weaknesses” in Internet technologies and security 
systems, the dependence of companies and the state on manufacturers of technological 
equipment and software, as well as the risk of possible leakage of personal, social and 
government data.  
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