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Abstract. Environmental accounting is one of the main tools of the
environmental management system of an economic entity. To generate
environmental reporting for enterprises, an effective accounting system
based on the use of digital technologies should be organized. A detailed
study of the current market of services through which enterprises can
conduct accounting online, analyzing their advantages and disadvantages
allowed us to conclude that it is necessary to introduce modern information
technologies into the environmental accounting system. In the course of the
study it was found that one of the most promising and most adaptive is
blockchain technology. The step-by-step approach to implementing
blockchain technology proposed in the study includes such steps as learning
and understanding, conducting a needs assessment, selecting the right
blockchain platform, developing a proof of concept, establishing clear
governance and standards, integrating with existing systems, pilot
implementation, full-scale implementation and training, and continuous
monitoring and optimization.

1 Introduction

The emergence of modern technologies, including the Internet of Things (IoT), artificial
intelligence (Al), and the evolution of IT infrastructure, have not only contributed to the
global digital evolution, but also triggered profound structural changes and restructuring in
many fields of activity [1-4]. These transformative technologies are changing the economics
of various industries, challenging traditional practices, and requiring workforce adaptation
[5, 6]. Rapid technological advancement is contributing to the transformation of approaches
in the enterprise management system. The innovations introduced in the enterprise
management system are characterized by connectivity, automation, and the ability to extract
meaningful information from vast and complex data sets [7, 8]. As a consequence, many
business areas are undergoing changes that require adaptation and improvement in response
to the dynamic development in the digital age [9].

In recent years, cloud-based solutions have revolutionized the way businesses are
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managed, including the accounting system. Cloud-based accounting solutions have become
widespread, offering a number of advantages and creating some challenges [10-12].

The shift from traditional on-premises accounting systems to cloud-based platforms has
fundamentally changed the way accounting is organized. Cloud accounting provides real-
time collaboration, accessibility from anywhere with an Internet connection, and automatic
updates, reducing the risk of errors and ensuring that financial data is always up-to-date. This
not only simplifies the accounting process, but also facilitates collaboration between team
members, regardless of their physical location [13-15].

Routine and repetitive tasks such as data entry, reconciliation and invoice processing can
be automated using artificial intelligence-based tools. This not only frees up valuable time
for accountants to focus on the more complex and strategic aspects of their functions, but
also minimizes the potential for human error.

The abundance of data in the digital age presents both a challenge and an opportunity for
accountants. Advanced data analytics tools allow professionals to extract meaningful
information from large data sets, helping organizations make informed strategic decisions.
Accountants can use data analytics to identify cost-saving opportunities, predict financial
trends, and evaluate the impact of various business decisions on the bottom line [16-18].

Machine learning algorithms embedded in accounting software can analyze large data
sets to identify patterns, anomalies, and trends, providing invaluable information for
informed decision making. These technologies enhance the predictive capabilities of
accountants, allowing them to anticipate financial trends and make proactive
recommendations to stakeholders [19-21].

Currently, the market offers a fairly wide range of services that allow online accounting.
Figure 1 presents the main online accounting services and their functions.

The advantages of cloud environmental accounting solutions include: availability and
flexibility, cost-effectiveness, real-time collaboration, automatic updates and scalability, data
security and backup, and integration with other applications.

The disadvantages of cloud-based accounting solutions include: dependence on internet
connectivity, subscription costs that increase over time, customization limitations, and data
privacy issues. Since sensitive financial data is stored electronically, accountants must
prioritize cybersecurity to protect against data breaches and unauthorized access.
Implementing encryption, multi-factor authentication, and regular security audits are
important components of a comprehensive cybersecurity strategy.

One of the modern information technologies used in accounting is blockchain technology
[22,23].

Blockchain is a technology that is used in accounting to create digital records of
transactions. The advantage of blockchain technology is the impossibility of forgery and
modification of digital record data and, as a result, the accounting system becomes more
reliable and transparent [24, 25].

Topical issues of information technology implementation, including blockchain in the
field of accounting as a special technology that opens new opportunities for various economic
entities, the main problems, risks and benefits from the introduction of digital technologies
are studied in detail in the works of foreign experts [26, 27, 28].

Significant contributions to the study of the impact of information technology on the
accounting system, the role of digital transformation in accounting continuity, the role and
competence of the accountant as a digital innovator in the era of automation have been made
by authors such as M. J. A. Gongalves, Da Silva, A. C. Ferreira, C. G. Ferreira [29], M. F.
1zzo, M. Fasan, R.. Tiscini [30], J. Kokina, R. Gilleran, Sh. Blanchette, D. Stoddard [31], D.-
R. Knudsen [32].
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This service allows you to calculate taxes under the
simplified taxation system (STS) and the unified tax on
imputed income (UTII); generate payment requests; send
tax returns and accounting statements; reconcile with the
Federal Tax Service (FTS); calculate taxes from acquiring
transactions.

This service makes it possible to calculate wages and
keep personnel and tax records and reconcile them with
the Federal Tax Service. Bots are used in this service to
speed up the generation of documents. In addition, users
can consult with a professional accountant and use
available templates of accounting documents.

This service allows you to generate payment documents;
generate and send reports; keep personnel records; VAT
reimbursement; receive legal advice; advice on online
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This service allows you to keep accounting records;
submit reports in a timely manner; calculate taxes and
contributions; generate reports for managers; keep
records of cash, settlements with clients, finished
products; calculate employee salaries.

This service allows you to generate reports on the
simplified taxation system, calculate tax payments,
reconcile data with the Federal Tax Service and send
letters to the Federal Tax Service, keep personnel and
tax records. and calculate emplovee salaries.

This service is designed for small businesses. It allows
you to issue certificates and invoices; calculate wages
and taxes; organize document flow with counterparties;
and generate reports.

Fig. 1. Online environmental accounting services.

The purpose of the article is to develop a step-by-step approach to the implementation of
blockchain technology in the environmental accounting system of the enterprise to improve
transparency, security and efficiency of financial processes and optimize the activities of

accounting services of economic entities.
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2 Materials and Methods

In the process of research we used a systematic approach, comparison, method of
systematization and generalization of data. The information base for the work was
publications in the field of improving accounting with the use of digital technologies,
materials of scientific and practical conferences and scientific journals.

Cloud technologies in Russia started to be introduced in 2012. As of February 22, 2012,
the Software Industry Association (BSA) announced that Russia ranked 16th out of 24
countries in a new assessment of government regulations affecting the development of cloud
computing. In 2020, spending on cloud services reached $1.21 billion, up 29.9% from 2019,
when the market was measured at $932.42 million. The reasons for the expansion of the
Russian cloud market, were the global economic downturn caused by the COVID-19
pandemic, disruptions in hardware supply chains and the need to organize remote work. The
next significant growth in the Russian cloud services market volume occurred in 2022 and
amounted to 86.6 billion rubles, which is 44.1% higher than the figures of 2021. The increase
in demand for cloud services in the Russian Federation was from local branches of foreign
companies that had to separate their business from their parent structures. And already in
2023, companies from friendly countries, especially from China, showed a growing interest
in Russian cloud services [20].

The segment of cloud-based solutions for accounting and reporting to tax authorities
accounts for about half of the Russian Software as a service (SaaS) market and is still
growing. The leaders among online accounting services are «My Business», «1C», as well
as the service "Button" [21].

The study of blockchain technology in the accounting community is still at the initial
stage, despite the fact that international accounting firms have been studying the potential
benefits of integrating blockchain data into accounting practices for quite some time.

3 Results

Blockchain technology records transactions across a network of computers in a secure and
transparent manner. Each transaction, or "block," is linked to the previous one, forming a
continuous sequence of blocks. What sets blockchain apart from other technologies is its
decentralized nature. It does not require a central authority or intermediary to verify
transactions. This decentralized accounting system provides several key benefits to
accounting practices.

Blockchain technology also has the advantage of storing and processing a large amount
of environmental accounting data in an information system. Accounting staff using
blockchain technology can store information in a secure format while ensuring its
confidentiality.

Using the tools of blockchain technology, the application of data analytics and predictive
analytics in accounting practices can be improved. Based on the large amount of data
generated using blockchain, interested users of environmental accounting and other
economic services can assess the financial condition of an enterprise, make effective
management decisions, and evaluate potential financial risks.

We propose to introduce blockchain technology into the environmental accounting
system by adhering to the following algorithm (Fig. 2).
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Fig. 2. Stages of implementing blockchain technology in the environmental accounting system.

At the first stage, it is necessary to determine the goals and objectives of implementing
blockchain technology in the environmental accounting system of an economic entity.

At the second stage, the economic service should calculate the economic efficiency of
implementing blockchain technology in the environmental accounting system. The economic
effect can be achieved through the reduction of manual labor and as a consequence in the
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release of a number of employees from their accounting duties. Accordingly, the costs of
organizing workplaces, purchasing office equipment, equipment, etc. are reduced. The
released employees can be engaged to solve more urgent strategic tasks aimed at improving
the efficiency and competitiveness of the economic entity's activities.

At the third stage, it is necessary to develop local regulations governing environmental
accounting and control in the context of blockchain technology. The company's internal
regulatory documents should not contradict existing legislative and regulatory requirements.

At the fourth stage it is necessary to provide qualified personnel support of the process of
introduction and application of blockchain technology in the accounting system. For this
purpose, training should be organized for the persons who will be responsible for the
introduction and application of blockchain technology.

At the fifth stage, the working group should determine the sequence of blockchain
technology implementation based on the existing accounting system of the economic entity.
The tools of this technology should be gradually integrated with typical key operations
carried out in the accounting system of the enterprise, starting with the registration of
business transactions with primary documents and ending with the formation of entries in the
general ledger, the preparation of annual financial statements and control procedures as part
of audits.

At the sixth stage, the enterprise must ensure information security in the transmission,
storage and processing of data. To ensure fulfillment of this requirement, the economic entity
should perform a number of procedures:

- data generated in the environmental accounting system should be encrypted and only
authorized users should have access to it:

- data confidentiality should be ensured;

- self-protection of data in the event of unauthorized entry into the system should be
ensured;

- cloud server providers and other users interested in the information should not have
access to the control parameters;

- confidentiality of information about the number and identity of information users who
are authorized in the system must be ensured.

At the seventh stage, conditions should be created to monitor the effectiveness of the
functioning of the environmental accounting system using blockchain technology. For this
purpose, special tests, a system of quantitative and qualitative indicators should be developed,
on the basis of which a comprehensive analysis will be made and management decisions will
be made to optimize the accounting process.

In our opinion, the proposed approach to the introduction of blockchain technology will
allow the formation of an effective accounting system, reducing the number of errors in
environmental accounting procedures, reducing the cost of accounting, reducing the
likelihood of fraudulent actions.

4 Discussion

When implementing blockchain technology, certain challenges may arise that hinder the
optimization of accounting departments.

One of the challenges that accounting departments may face in implementing blockchain
technology is technical limitations. These arise as a result of limitations in the bandwidth of
blockchain technology and time constraints associated with the processing of transactional
transactions. Unlike traditional accounting systems, blockchain is characterized by slower
processing speeds for large amounts of information.

There are also data privacy issues that arise when implementing blockchain technology.
Blockchain technology implies the creation of a system to which all authorized interested
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users have access. Therefore, it is necessary to create conditions for preserving trade secrets
in the environmental accounting system.

When implementing blockchain technology, an enterprise will need to develop and
customize special software and train employees who will work with the new accounting
system. In this regard, significant expenses will be required, which will later be included in
the cost of production.

Since the process of implementing blockchain technology is labor-intensive and
technically complex, it is necessary to engage specialists and experts who will be able to
configure and adapt the tools of this technology taking into account the specifics, scale of
activities of the economic entity, its organizational and legal form. This will also require
considerable time spent on external consultations and services.

The application of blockchain technology in the accounting process involves various
users. Accordingly, the process of blockchain implementation should be coordinated with all
stakeholders, taking into account their requirements. Also, the implementation of blockchain
technology should take into account legislative and regulatory peculiarities that imply certain
legal restrictions on the use of modern technologies in accounting.

In a global sense, legislative and regulatory changes are needed to implement blockchain
technology in the accounting system. These changes should provide for:

- determination of the status of data generated on the basis of blockchain technology;

- provisions regarding the protection of personal data and ensuring data confidentiality
should be legally defined;

- electronic signatures on the blockchain should be legally recognized so that they can be
used in legal proceedings and directly in accounting;

- certain changes must be made to the taxation and reporting system. This is because the
introduction of blockchain technology may have an impact on tax accounting methods and
tax calculations.

5 Conclusions

Thus, the introduction of blockchain technology into the environmental accounting system
increases the transparency, efficiency and security of business operations carried out by an
economic entity. In environmental accounting, using the tools of blockchain technology,
relevant, reliable, accurate and holistic information is formed, which can be used by all
interested users to make management decisions. To create an effective environmental
accounting system based on blockchain technology, we have developed a step-by-step
algorithm for its implementation, which will reduce the number of errors in accounting
procedures, reduce the cost of accounting, and reduce the likelihood of fraudulent actions.
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